NATIONAL AUTHORITY FOR MANAGEMENT AND REGULATION IN COMMUNICATIONS (ANCOM)
Documentation for the awarding of the public acquisition contract subject to the provision of software programming services for the development
and implementation of the project “Online application for comparing the communications offers intended for the end-users”
(CPV code: 72212000-4)

Disclaimer: This is @ Romanian to English transiation meant to facilitate the understanding of this section.
Should differences appear between the Romanian version and the English version, following translation,
the Romanian version shall prevail.

SECTION 4: FORMS

Section 4 contains forms intended to facilitate the elaboration and presentation of the tender and of
the accompanying documents, on the one hand, and enable the tender commission to examine and assess,
rapidly and correctly, the tender submitted, on the other hand.

Each tenderer participating in the public acquisition contract awarding procedure has the obligation
to present the forms provided for in this section, duly filled in and signed by the authorised persons.

Annex no. 1

TENDERER,
(name)
STATEMENT
ON ELIGIBILITY
I, the wundersigned ..., , legal/mandated representative of

(name and address of the economic operator), in my
capacity as tenderer to the “open tender” procedure in view of awarding the public acquisition contract
subject to the provision of software programming services for the development and
implementation of the project “Online application for comparing the communications offers
intended for the end-users” (CPV code: 72212000-4), organised by the National Authority for
Management and Regulation in Communications, declare on own responsibility, under penalty of being
excluded from the awarding procedure and under sanctions applied for false statements, that we do not
find ourselves under any of the circumstances provided in art.180 of the Government Emergency
Ordinance no.34/2006 on the award of public acquisition contracts, of public works concession contracts
and of service concession contracts, with the subsequent amendments and completions, respectively we
have not been sentenced by final decision of a court of justice, over the past 5 (five) years, for
participation in criminal activities, corruption, fraud and/or money laundering.
As well, I declare that within the present procedure:

- I do not submit two or more individual and/or joint tenders; and

- I do not submit an individual/joint tender and I am not appointed subcontractor within another

tender;

- I do not submit an individual/joint tender and I am not appointed as third supporter within another

tender.

I, the undersigned, declare that the information provided is complete and correct in every detail and

that I understand that the contracting authority has the right to request from us any additional justifying
documents for the purpose of verifying and confirming the statements.

Date of filling in ....cccvvvuiviennnn.

TENDERER,
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(authorised signature and seal)

Annex no. 2
TENDERER,

(name)

STATEMENT
on falling outside the scope of the provisions of art.181 of the
Government Emergency Ordinance no.34/2006

I, the undersigned, ....ccoccoiiiiiiiiiiiii , legal/mandated representative of
(name and address of the economic operator), in
my capacity as tenderer to the “open tender” procedure in view of awarding the public acquisition contract
subject to the provision of software programming services for the development and
implementation of the project “Online application for comparing the communications offers
intended for the end-users” (CPV code: 72212000-4), organised by the National Authority for
Management and Regulation in Communications, declare on own responsibility the following:

a) we have not declared bankruptcy as a result of the decision rendered by the syndic judge;

b) we have fulfilled the obligations relating to payment of taxes and social security contributions to
the budgets of the general consolidated budget, according to the legal provisions in force in Romania or
in my country of residence;

c) we have not been convicted, in the past 3 (three) years, by final decision of a court of justice, for
an act which brought damage to the professional ethics or for committing a professional error;

d) in the past 2 (two) years we have fully fulfilled the contractual obligations under the contracts
concluded with various beneficiaries and there were no cases of improper fulfilment of the contractual
obligations on our behalf, out of reasons imputable to us, a fact which would have caused or is likely to
cause serious damages to the beneficiaries of the contracts.

I, the undersigned, declare that the information provided is complete and correct in every detail and
that I understand that the contracting authority has the right to request from us any additional documents
for the purpose of verifying and confirming the statements. I understand that, if false information is
submitted or if the information requested in view of fulfilling the qualification and selection criteria are not
submitted, the contracting authority is entitled to exclude us from the awarding procedure in accordance
with the provisions of art.181 letter e) of the Government Emergency Ordinance no.34/2006.

I understand that if this statement is not concordant to the reality I am liable of breaching the
provisions of the penal legislation on false statements.

Date of filling in ......ccevuvrneene.

TENDERER,

(authorised signature and seal)
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Annex no. 3
ECONOMIC OPERATOR,

(name)

STATEMENT
on falling outside the scope of the provisions of art.69* of the
Government Emergency Ordinance no.34/2006

I, the undersigned, ......ccoooviiiiiiiiiii s , legal/mandated representative of
............................................................................................... , (hame and headquarters/address of the
economic operator) in my capacity as tenderer/associate tenderer/subcontractor/third supporter in the
procedure of awarding the public acquisition contract subject to the provision of software
programming services for the development and implementation of the project “Online
application for comparing the communications offers intended for the end-users” (CPV code:
72212000-4), organised by the National Authority for Management and Regulation in Communications,
declare on own responsibility, under penalty of being excluded from the awarding procedure and under
sanctions applied for false statements, that we do not have members of the board of
directors/management or supervisory body and/or do not have shareholders or associates who are
husband/wife or close family relative to the forth degree inclusively, or who is in commercial relations, as
they are referred to under art.69 letter a) of the Government Emergency Ordinance no.34/2006, with
persons holding positions of decision within the contracting authority, enlisted below:

Firstname and lastname Position

Marius Catdlin MARINESCU President

Dana-Eugenia MOINESCU Counsellor to the ANCOM President on international
programmes/projects

Eduard LOVIN

Executive Director, Regulation Executive Division

Felicia Manuela FODOCA

Head of the IT Department

Ovidiu Florin TABARA

Head of the Acquisitions Department

Bogdan MARGINEANU

Head of Unit, Acquisitions Legal Advice Unit, Acquisitions
Department

Florica Mariana GHEATA

Head of Unit, Investment Unit, Acquisitions Department

Paula STOIAN

Expert, Investment Unit, Acquisitions Department

Bogdan DOSPINESCU

Head of Unit, Tariff Regulation and Universal Service Unit,
Economic Regulation Division, Regulation Executive Division

Clara-Gina DODIN

Expert, International Programme Management Office

Cristina-Alina VASC

Expert, International Programme Management Office

Cristian-Stefan STANCIU

Expert, Tariff Regulation and Universal Service Unit,
Economic Regulation Division, Regulation Executive Division

Constantin-Alin COPACI

Expert, Infrastructure, Communication and System
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Management Unit, IT Department

Adrian-Mihai ZAMFIR Head of Office, Information Network Management Office,
Bucharest Regional Division

Diana-Mihaela CONDURUTA Expert, Complaints and Information Unit, Public Relations
Division

Georgeta ICHIM Head of Office, Financial Office, Financial-Accounting Unit,
Economic and Administrative Division

Catalina DRAGOMIR Head of Unit, Media Unit, Public Relations Division

Gabriela-Alina SORESCU Legal Adviser, Litigations and Internal Legal Matters, Legal
Division

Date of filling in
ECONOMIC OPERATOR

(authorised signature and seal)
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Note: In case of a joint tender, this statement shall be submitted by each associate, and in case of subcontracting, the statement
shall be submitted both by the tenderer and the subcontractor/s, whereas in case of a tender supported by third party/ies, the
statement shall be submitted by both the tenderer and the third supporter/s.

Annex no. 4

TENDERER,
(name)
CERTIFICATE
of independent bid determination
l. I/We, the undersigned, ..o, , legal representative/s of

............................................. , undertaking/association which will participate in the public acquisition
procedure organised by the National Authority for Management and Regulation in Communications, as

contracting authority, under no. .....cceeeeeiiiiiiieiiiieeeeeeees Of e (date), do hereby certify
that the following information is true and complete in every respect.
11. I/we certify hereby, on behalf of ..........ovviviiiiiiiiiee , the following:

1. I/we have read and I/we understand the contents of this Certificate;

2. I/we agree to our disqualification from the public acquisition procedure if the statements are
found not to be true and/or complete in every respect;

3. each signature found on this document stands for the person designated to submit the tender,
including as regards the terms under the tender;

4. for the purposes of this Certificate, I/we understand that the word “competitor” shall include any
natural or legal person, other than the tenderer on behalf of which we submit this Certificate, who tenders
within the same public acquisition procedure or could tender, as long as the respective natural or legal
person meets the participation requirements;

5. the tenderer has arrived at the accompanying tender independently from, and without
consultation, communication, agreement or arrangement with any competitor;

6. the submitted tender does not contain elements deriving from agreements with any competitor
regarding the prices/tariffs, methods/formulas used to calculate prices/tariffs, the intention to submit or not
submit a tenderer to the respective procedure or the intention to include in the respective tender elements
which, by their nature, do not concern the object of the respective procedure;

7. the submitted tender does not contain elements deriving from agreements with any competitor
regarding the quality, quantity, particular specifications of the offered products or services;

8. the details of the accompanying tender have not been disclosed, directly or indirectly, to any
competitor, prior to the date and time of the official tender public opening, announced by the contractor.

111. Subject to the penalties provided for by the legislation in force, I/we declare that the
statements under this Certificate are true and entirely concordant to the reality.
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Legal representative/representatives

(signatures)
Annex no. 5
TENDERER,
(name)
STATEMENT
on the list of affiliated companies
I, the undersigned, , legal/mandated representative of

(name and address of the economic operator), in
my capacity as tenderer to the “open tender” procedure in view of awarding the public acquisition contract
subject to the provision of software programming services for the development and
implementation of the project “Online application for comparing the communications offers
intended for the end-users” (CPV code: 72212000-4), organised by the National Authority for
Management and Regulation in Communications, declare on own responsibility, under sanctions applied for
false statements and under penalty of being excluded from the awarding procedure, that:

a) there are affiliated companies in the meaning of art.46(3) of the Government Emergency
Ordinance no.34/2006 and they are presented in the table below in accordance with art.46(2) of the same
normative act.

No. Name and headquarters of the affiliated company Unique registration code

or

b) there are no affiliated companies in the meaning of art.46(3) of the Government Emergency
Ordinance no.34/2006.*

I, the undersigned, declare that the information provided is complete and correct in every detail and
that I understand that the contracting authority has the right to request any additional information for the
purpose of verifying and confirming the data herein.

I, the undersigned, hereby authorise any institution, commercial company, bank, other legal
persons to provide information to the contracting authority on any aspect related to our activity.

* One of these situations - letter a) or letter b) - shall be specified, as the case may be.

Date of filling in
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TENDERER,

(authorised signature and seal)

Annex no.6

TENDERER,
(name)
STATEMENT
on the average turnover of the last 3 (three) years
I, the undersigned, , legal/mandated representative of

(name and address/headquarters of the economic
operator), in my capacity as tenderer to the “open tender” procedure in view of awarding the public
acquisition contract  subject to the provision of software programming services for the
development and implementation of the project “Online application for comparing the
communications offers intended for the end-users” (CPV code: 72212000-4), organised by the
National Authority for Management and Regulation in Communications, declare on own responsibility,
under penalty of being excluded from the awarding procedure and under sanctions applied for false
statements, that the data in the attached table are true.

Year Annual turnover
(as of 31.12.)
- Lei -
2008
2009
2010
Average turnover of the 3 (three)
years:

As well, I declare that the information provided is complete and correct in every detail and that I
understand that the contracting authority has the right to request any additional information for the
purpose of verifying the data herein.

Date of filling in

TENDERER,

(authorised signature and seal)
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Note:

If the annual turnover is expressed in EURO, the conversion into RON shall be made in accordance with
the annual average lei/euro exchange rate communicated by the National Bank of Romania for each of
these years.

Annex no. 7
TENDERER,

(name)

STATEMENT
on the list of the main services provided in the last 3 (three) years

I, the undersigned, , legal/mandated representative of
(name and address/headquarters of the economic
operator), in my capacity as tenderer to the “open tender” procedure in view of awarding the public
acquisition contract subject to the provision of software programming services for the
development and implementation of the project “Online application for comparing the
communications offers intended for the end-users” (CPV code: 72212000-4), organised by the
National Authority for Management and Regulation in Communications, declare on own responsibility,
under sanctions applied for false statements and under penalty of being excluded from the awarding
procedure, that the data in the attached table are true.

I, the undersigned, declare that the information provided is complete and correct in every detail and
that I understand that the contracting authority has the right to request any additional information for the
purpose of verifying the data herein.

I, the undersigned, hereby authorise any institution, commercial company, bank, other legal
persons to provide information to the contracting authority on any technical and financial aspect related to
our activity.

No. | Object of the Name of the Capacity of | Total contract Share Contract
contract beneficiary / the supplier | price (Lei or | fulfilled by duration **
client * Euro) the
Address supplier %

* The capacity in which the provider participated to the fulfilment of the contract, i.e. single contractor or
leading contractor (association leader), associate contractor, subcontractor, shall be specified,

** The contract commencement and completion dates shall be specified.

The contract specified at number ........cccccoeenee. in the table above, having as beneficiary/ies
.................. has for object services consisting of the development and implementation of an integrated
information solution (hardware and software, including web).

I attach hereto, as required in the awarding documentation, the certificates/documents issued or
countersigned by the beneficiary/ies of the contract mentioned in the form, containing information that
show the fulfilment of the conditions above and that the services have been provided in accordance with

the contractual obligations.
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Date of filling in

TENDERER,

(authorised signature and seal)

Annex no.8

TENDERERS,

STATEMENT
on submitting a joint tender

We, the undersigned,
) R , legal representative of

(name and headquarters/address of the

economic operator) - leader of the association

and
o) , legal representative of

(name and headquarters/address of the

economic operator) — associate

in the procedure of awarding the public acquisition contract subject to the provision of software
programming services for the development and implementation of the project “Online
application for comparing the communications offers intended for the end-users” (CPV code:
72212000-4), organised by the National Authority for Management and Regulation in Communications,
declare on own responsibility, under sanctions applied for false statements, that we submit a joint tender,
we undertake the joint obligation for the joint tender, and we commit to be jointly held responsible for any
consequences of the future public acquisition contract in case the joint tender is declared the winner.

Date of filling in ....covvvvviiniiinnnnn,

TENDERER, TENDERER,

(authorised signature and seal) (authorised signature and seal)
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Annex no. 9

TENDERER,
(name)
STATEMENT
regarding the specialised staff
I, the undersigned, , legal/mandated representative of

(name and headquarters/address of the economic
operator), in my capacity as tenderer to the “open tender” procedure in view of awarding the public
acquisition contract subject to the provision of software programming services for the
development and implementation of the project “Online application for comparing the
communications offers intended for the end-users” (CPV code: 72212000-4), organised by the
National Authority for Management and Regulation in Communications, declare on own responsibility,
under sanctions applied for false statements, that (name of the economic
operator) has available or has obtained the agreement of such to participate in view of providing the
services of the following specialists:

A MS. /M. ee e e e as Project Manager, who fulfils the following
requirements:
- holds a certification in Project management according to the Classification of Occupations in

Romania - COR 241919 OF.....cccuevveevnnnaens (equivalent for other countries);

- hasa.... year experience in project management in the IT field;

- has participated in the capacity of project manager, in the last........... years, in the
project.....ccccvreevvrrrnnnnnnn. (object and name of the project, project duration), a project which
involves an electronic communications tariff system, and whose beneficiary is ....... (name of the
beneficiary).

B. MS. /M.t as Database Expert, who fulfils the following

requirements:
- holds a certification in the database ..........ccccieiiiiiiiiiic s
(used by the tendered software solution), granted by.......c....ccevvunnnes (the manufacturer of the
respective platform or by public or private bodies entitled therefor). The certification/s confirm/s
that the nominated person was trained and passed the certification exam with regard to the
installation, administration and implementation of the platform of the database management
system within the tendered solution;

- has participated as database expert in the project.........ccccovevvvvvvvivrvvvvsvmvvnvsirnirnnann, ( object and
name of the project) having as beneficiary ....... (name of the beneficiary), a project within
which she/he held a similar position and within which the database management system was
=T TP (used

requirements:
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- holds a certification in the field of management of the application server

.......................................................................................................................... (used within
the tendered software solution), granted bYy.....cccoooiiiiiiiiiiii The
certification 1eVEl iS......iiiiiiie i (must be higher

than the minimum certification level existing for the application server under the tendered
solution). The certification/ certifications confirms/confirm that the nominated person was
trained and passed the certification exam with regard to the administration of the application
server under the tendered solution;

- has participated as application server expert in the
8]0 (= oL (object and name of the project) having as
beneficiary ............... (name of the beneficiary), a project within which she/he held a similar
position and within which the application server was used
.......................................................................................... (used within the tendered
solution).

D. MS./ME it as Communications and Security Expert, who fulfils

the following requirements:

- holds CCNP (Cisco Certified Network Professional) certification or ........ccoooiiiiiiiiiiinnnnn,
(equivalent for communications and security equipment). The certification/s confirm/s that the
nominated person was trained and passed the certification exam with regard to the installation,
configuration and integration of the communications and security system equipment.

- has participated as communications and security expert in the project
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, having as beneficiary ....... (name of the beneficiary) a
project within which she/he held a similar position.

E. MS./MI it as Expert Programmer, who fulfils the following
requirements:
- has experience in the development and integration of an application with the
technology.......ccooovvveeiiiieiniineeees (basing the tendered solution) for the beneficiary
............................................. (name of the beneficiary);

Foo MS./MEiiiiie e as Web Designer Expert, who fulfils the following
requirements:

- has participated as web designer expert in the project........cccceeeeviiiieees crrriiiiiiieeennns ( object and

name of the project) having as beneficiary ....... (name of the beneficiary), within which he/she

performed web design activities for portal type applications;

G. MS. /M@ e holds a certification in the field..........cccevvvieiiiiinnnns (software
commercial platform mentioned at Note no. 4), granted by ....ccoiiiiiiiiiiiiiin i, ( by the
manufacturer of the respective platform or by public or private bodies entitled therefor). The certification
confirms that the nominated person was trained and passed the certification exam with regard to the
installation, administration and implementation of the platform of the database management system under
the tendered solution.

I, the undersigned, declare that the information provided is complete and correct in every detail and
that I understand that the contracting authority has the right to request any additional information for the
purpose of verifying the data herein.

I, the undersigned, hereby authorise any institution, commercial company, bank, other legal
persons to provide information to the contracting authority on the statements herein.

As well, T attached hereto the professional certifications, certificates and/or qualifications, the
recommendations, as requested in the Awarding documentation.
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I, the undersigned, declare that if ........ccooeveviiiiiiiiiininns (name of the economic operator) shall
be declared winner of the present awarding procedure, the fulfiiment of the contract subject to the
acquisition shall be ensured with the staff mentioned in this statement on own responsibility. As well, I
commit to change or replace the specialised staff only upon receiving the consent of ANCOM and solely
under the condition that the requirements under the Awarding documentation concerning the specialised
staff are observed.

Date of filling in

TENDERER,

(authorised signature and seal)
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Annex no. 10

STATEMENT OF AVAILABILITY

I, the undersigned, , identified by series no.
issued by declare that I am available to fully fulfill the duties of
the position of (responsibility of the respective person) within the public

acquisition contract subject to the provision of software programming services for the
development and implementation of the project “Online application for comparing the
communications offers intended for the end-users” (CPV code: 72212000-4), within the entire
execution period of the contract, if this contract shall be awarded, following the organisation of the “open
tender” procedure by the National Authority for Management and Regulation in Communications, to the
economic operator (name of the
tenderer).

I declare that all the information communicated by the economic operator
(name of the tenderer) within the
tender concerning my professional experience is concordant to the reality.

I mention that during this period I do not have labor obligations or similar obligations likely to
prevent the fulfiiment under optimum conditions of the duties incumbent from the position of
(responsibility of the respective person) within the above-mentioned contract.

As well, I mention that the use of my personal data by another tenderer than the one
mentioned above is not authorised by me.

I understand that if this statement is not concordonat to the reality I am liable of breaching the penal
legislation provisions on false statements.

Name and firstname

Signature

Date
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Annex no. 11

ISSUER,
(name)
GUARANTEE TOOL (LETTER OF GUARANTEE)
for the participation with a tender to the procedure
of awarding the public acquisition contract
To

National Authority for Management and Regulation in Communications
2 Delea Noua Street, sector 3, Bucharest

Regarding the “open tender” procedure in view of awarding the public acquisition contract subject
to the provision of software programming services for the development and implementation of
the project “Online application for comparing the communications offers intended for the end-

users” (CPV code: 72212000-4), WE ...cccvverrrrrrnnrennnrennsnenns (name of the bank/insurance company),
having the registered headquarters N ....c.cccciiiiiiiii i (address of the
bank/insurance company), hereby commit toward the National Authority for Management and Regulation in
Communications (ANCOM) to pay the amount of ........... TP ) Lei/Euro, should one or several of the
following situations arise:

a) the tenderer (name) withdrew its tender, during the tender
validity period;

b) the tenderer (name) lodged an appeal with the National Council for
Solving Complaints, and the appeal was rejected ™™;

c) its tender being declared winner, the tenderer (name) did
not set up the performance bond within the tender validity period;

d) its tender being declared winner, the tenderer (name)

refused to sign the public acquisition contract within the tender validity period.

This guarantee is valid until __ .

Endorsed by the Issuer as of day month year
(authorised signature)

“According to the provisions of Art.86(3) corroborated with Art.86(4) letter c) of the Government Decision
no.925/2006, with the subsequent amendments and completions, the guarantee tool (letter of guarantee) must
provide that:

- éither the payment of the bond shall be made upon the simple request of ANCOM, which does
not have the obligation to justify the respective request provided that it specifies therein that the
amount is requested because of the existence of one or more of the situations described above;
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- or the payment of the bond shall be made upon the request of ANCOM accompanied by
documents submitted within the awarding procedure whereby the existence of one or several of the
situations described above is assessed.
™ The amount to be withheld by ANCOM from the tender bond is 5,298.68 lei, established in accordance with
the provisions of Art.278' (1) of the Government Emergency Ordinance no.34/2006, with the subsequent
amendments and completions.

Annex no.12

TENDERER,

(name)

DATA FILE
ON THE CONFORMITY OF THE TECHNICAL PROPOSAL
WITH THE PROVISIONS OF THE TERMS OF REFERENCE

Online application for comparing the communications offers intended for the end-users (CPV
code: 72212000-4)

The tenderer shall describe in detail how the tender meets each requirement.

Minimum mandatory requirements of the Tenderer’s mentions
contracting authority

1. Scope of tender

The successful tenderer(s), hereinafter referred to
as the Tenderer, shall design, develop, test and
implement an interactive application which, based upon
the options inputted by the end-users, shall make
comparative analyses of the tariff plans existing on the
market for the electronic communications services, and
shall display results showing the most advantageous tariff
plans ranked in order of cost which match the options
inputted by the end-users. The comparative information
on the tariffs and conditions offered by the providers of
publicly available electronic communications services shall
be made available to the end-users by means of a web
interface designed by the Tenderer and managed by
ANCOM. The Tenderer shall also offer technical assistance
and training to the ANCOM staff to be further involved in
the management and operation of the price comparison
tool. If and when necessary, the Tenderer shall attend
meetings with the parties involved (industry, users, mass-
media) to present the chosen solution. Furthermore, the
solution should be scalable, allowing for the increase in
time of the number of users, and adjustable, as far as the
calculation algorithm is concerned. During the guarantee
period, the Tenderer shall offer cost-free assistance for all
the failures that occur during the application guarantee
period.

2. Features of the interactive application
The Tenderer shall elaborate a calculation
methodology and an application capable to rank for the
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end-users at least the first 25 most commercially
advantageous offers, for each type of product, in order of
cost, based upon a set of usage options inputted by the
end-users, as well as to provide detailed and updated
information concerning each offer included in this rank.

The Tenderer shall detail the proposed calculation
methodology and model in the technical proposal.

The interactive application shall ensure:

- the end-users’ possibility to access accurate,
complete and updated information, according to the
legislation in force.

- user friendly and accessible web interfaces for the
end-users, the providers of telephone and Internet access
services (operators) and ANCOM, including interactive on-
line help features, respectively fooltip boxes when
hovering the mouse over certain items of interest,
whereas the fields the user is asked to fill out must be
accompanied by explicative information;

- secure storage of operator information;

- authorised access of operators in view of
information provision and periodical update, according to
the provisions of art.12 and art.13 of the ANCOM
President’s Decision no.77/2009 on the obligations of
informing the end-users, incumbent on the providers of
publicly available electronic communications services.

The interactive application should support the
following workflow:
a. Entry of usage options by the end-users and
presentation of relevant comparative information;
b. Setup of commercial offer information by operators and
presentation of comparisons, for exemplification, against
other offers;
c. Management by ANCOM staff of the web interface
content, configuration of parameters and system settings
together with verification of offers entered previously by
the operators, offer comparison simulations (the newly
entered offers against the ones already live on the web
interface) and validation of such offers for use by means
of the interactive application;
d. Elaboration of reports and statistics regarding the
activity on the web interface and the behaviour of the
users having accessed the application, concerning both
the entered parameters of usage pattern of the
communications services and the use of the application;
e. Exchange of messages and information between the
ANCOM staff and the operators via the application (e.g.
notification of ANCOM concerning the entry of new
information by the operators, the operators’ warning with
regard to the non-validation of the information requiring
changes);
f. The user's possibility to compare directly, in parallel
panels, at least 2 offers displayed by the final rank.

3. Technical solution of the application
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3.1. General information

ANCOM owns a complex IT&C structure consisting of a
communications  system  (VPN, VoIP), VmWare
technology-based virtualized environment, security
systems, applications, calculation systems and other
systems necessary to the ANCOM activity.

3.2. Technical and functional requirements

3.2.1. Security provisions
3.2.1.1. General requirements relating to data
security

The application has a series of specific security
requirements in order to ensure the security of data
irrespective of their state: transit, processing or storage.
The security mechanisms to be included in the solution
proposed shall need to be based on good practice rules
and concepts in the field, in order to allow the adjustment
of the security requirements, while ensuring a high level
of security of the handled systems and data. The
information stored in the database shall be encrypted,
and the access of the users, operators and ANCOM staff
shall be well-defined and controlled via security policies.

The system must ensure that the data contained
are authentic and were not modified by third entities.
These desiderata should be fulfilled due to using the
digital signature and building an advanced mechanism for
the verification of this type of signatures.

The operators’ access to the system
functionalities shall be made as follows:

- each operator shall hold a certificate issued by
an acknowledged certification authority;

- users designated by each operator shall access
the system based on username and password, using https
encrypted channels (using the operator’s certificate);

- the system functionalities shall be available
based on the role associated to the respective user.

The security of the communication environment
shall be ensured by using the HTTPS protocol (based on
128bit SSL). In order to allow this type of communication,
the server must hold a digital certificate usable for
encrypting and signing. The hardware equipment, the
operating systems, the software applications, the
communications networks and systems must be
configured and protected adequately against physical and
logical attacks, both inside ANCOM and from outside.

The AAA (Authentication, Authorization,
Accounting) principle shall be used. Nobody shall have the
possibility to do more types of operations than the ones
initially ~ attributed, which can be accessed by
authentication. In order to be able to verify the manner in
which the operators use their rights arisen from the
authentication, the logs shall be kept.

Furthermore, several types of accounts for the
application, each account having LEAST privileges, shall
be defined.

It is critical that the data stored in the database
are kept confidential and well-secured. Data security shall
be ensured for the data handled usually within the
database and for the data stored or carried through the
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network. Data stored in the database shall be encrypted -
information confidentiality being thus ensured - by using
the database native option, in a transparent manner for
the users. By making use of these options, data stored in
tables shall be encrypted to ensure thus the desired
security level. To encrypt the information, one of the
following algorithms shall be used:

e Triple Data Encryption Standard (3DES).

e Advanced Encryption Standard (AES): 128, 192

and 256 bits.

Security solutions shall be ensured so that data
should be inaccessible by anyone except the authorised
users. The auditing of these solutions shall be ensured in
order to enable the interrogation of the users who update
the operator tariffs or the system settings and
parameters.

The application shall manage confidential data
sets (users’ personal data, operators’ service packages,
some of them maybe officially not-launched yet) and
therefore the security system represents a critical aspect
of the entire project. Within the tendered solution, the
following elements shall be considered:

e Application security;
e Database security;
e Network infrastructure security.

3.2.1.2. Application security
The tendered solution shall meet the following
security requirements:

e Username/account and password shall be
required for access to the ANCOM/operator sites.
This component is key to ensuring that each
operator can access their own data only.
Usernames and passwords should be generated
by the system and should be encrypted to 128bit.
Strict processes shall be used for recovery of
username and password;

e Protection against cross-site scripting (XSS) shall
be ensured;

e Protection against the code injection technique
that exploits the security vulnerabilities which may
appear when sending the requests to the
database (SQL Injection) shall be ensured;

e CAPTCHA protection shall be ensured. This
system shall stop the programmes which may
automatically fill in the price comparison tool
forms and may thus extract information on the
offers, recomposing our database;

e Minimum 128bit Strong Encryption ensuring that
all information exchanged between the web
server and the operator and ANCOM shall be
encrypted with a unique key which is generated
per session. This encryption ensures that the
information supplied cannot be seen or tampered
with in transit;

e The solution shall allow defining user groups and
authorising access to functionalities on a group
basis. Moreover, the solution should permit the
refinement of access up to the user level;
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e The actions of the users within the system shall
be audited; the tendered solution should allow the
dynamic control of the detail level of the audited
information, activation/inactivation of the audit,
refinement of the audit up to the user level (and
user group level).

3.2.1.3. Database security

As for the database solution, the following
security elements shall be taken into account within the
tendered solution:

o Database security on the web server needs to
ensure that any data which is held on the web
server shall be inaccessible by anyone except
through authorised use of the application; as well,
passwords shall be kept by way of a hashing
(md5/sha) operation, whereas confidential data
shall be kept encrypted;

o DBA (Database Administrator) access restriction —
one of the main tasks of the Database
Administrator is to monitor and administrate the
security of the database management system.
This involves adding and removing users,
managing the database system resources,
auditing the database and checking any other
security problems.

3.2.1.4. Network infrastructure security

The Tenderer shall take into consideration the
equipment existing within ANCOM in view of ensuring the
network infrastructure security.

3.2.1.5. Information auditing and history

A specialised mechanism to ensure that all the
information concerning the monitoring of the users’
activity shall be implemented.

For a maximum of flexibility, the auditing and
login functionalities are entirely configurable. The
operators’ actions, as well as the ANCOM staff’s actions
shall be registered. The results shall be presented in an
aggregated and intelligible manner to the system
administrator. This creates the possibility to highlight only
those actions or events which are relevant, given the
prioritization scheme from critical events (such as
application errors or authorisation exceptions) to
operations corresponding to a regular workflow (such as
the editing of an entity or the entry of new registrations).

Each user account is added into the database and
the subsequent operations (changes or deletions) shall be
added as information regarding that user’s identity in the
system. Each operation which impacts the data stored in
the database is registered along with the following control
information: the user that makes the operation, the date
and time of the operation, respectively the type of the
operation (addition, editing, deletion).

3.2.2. Architecture of the system

The tendered technical solution shall implement
three-tier architecture, according to the model described
in Figure 1 below.
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Figure 1. 3-tier architecture model

The application architecture is disposed on 3
layers, according to the 3-tier model (a client-server
architecture in which the presentation, the query
processing, and the data management are logically
separate processes). The 3-tier model is a software
architecture and a software design pattern.

Apart from the usual advantages of
modular software, with well-defined interfaces, the three-
tier architecture is intended to allow any of the three tiers
to be modified, upgraded or replaced independently. For
example, a change of operating system in
the presentation tier would only affect the user interface
code.

The three architecture tiers, along with the
minimum technical requirements the solution must
observe for each of these tiers, are described below.

3.2.2.1. Presentation tier

This is the topmost level of the application and
represents the user interface. The presentation tier
displays information related to the services offered by the
application, such as searching for the best tariffs in the
system, and comparing several offers. The end-user web
interface shall be designed by taking into consideration
the ANCOM visual identity elements which are to be made
available when developing the web interface.

3.2.2.2. Logic tier

The logic tier controls the functionality of the
application by performing detailed information processing.
This tier consists of the processing of requests pulled out
from the presentation tier, the elaboration of requests to
the information storage tier (namely the database), the
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receipt and interpretation of responses and their
submission in view of display to the superior tier of the
user interface.

3.2.2.3. Data tier

This tier consists of the database server and
stores the application information. This tier keeps data
independent from application servers or application logics
(separation of the information display from the effective
data).

3.3. Administration
The ANCOM interface shall support most of the
activities consisting, among others, of:
e maintenance of all 3 interfaces;
e verification and validation of the data entered by
operators;
¢ limited changes (addition, modification, parameter
share and other equivalent operations);
e generation of reports on the tariff and/or tariff
package evolution;
e control over the comments posted on forums and
moderation of discussions.

3.4. User management and access into the system

The tendered solution shall mean to impose the
security policies in a uniform and centralised manner, to
restrict the types of access for each category of users.
The security mechanisms to be implemented shall ensure
self-service facilities and information confidentiality, this
being a critical mission under the tendered solution. The
information in such a system must be protected against
all threats, in any circumstance, including when carried
through the network.

The general objectives of the user management
are:

e ensuring the centralized control of the system
access and authorising the use of a resource from
the system, based on the user profile;

e centralized management of users and of access
rights, including administration delegation;

e using a unique interface for managing the users
and the security policies;

e automatizing the implementations of procedures
and policies that would ensure confidentiality,
authentication, integrity and acceptance of
system connectivity;

o offering self-service functionalities for the ANCOM
staff and operators, including for administration
delegation.

The security mechanisms to be implemented shall
mean to ensure the confidentiality of information stored in
the users’ accounts. The information in such a system
must be protected against threats in any circumstances,
regardless of whether stored on magnetic environments
or carried through the network.

In close connection with the aforementioned
security principles, security must be regarded as a
“mantle” covering and protecting the application for the
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online taken over of information, the security
infrastructure must be a compulsory component of the
system and not added at a subsequent time.

The tendered system must ensure, through its
modules, the control of access and allow the management
of user identity, either operators or ANCOM staff. For the
identity management, the solution must offer the
following functionalities available to all types of users:

e Registration process
e User profile management
e Closing of account

3.4.1. Registration process

As regards the process of system registration, the
operators and the ANCOM staff shall follow an
authentication process.

Upon access into the system, operators shall be
able to self-administer (self-service) their editor user
accounts and create the accounts of the subordinated
users. As well, they shall be able to change the profile
data.

If the entered data do not correspond or if the
operator’s account is not found, this account accessing
request shall be automatically routed to a system
administrator. This specially designated person analyses
and corrects the entered data (eventually by interaction
with the respondent) and shall activate the account with
the corrected new details. At that time, the respondent
shall be notified on the account activation.

3.4.2. User profile management

By means of the self-service interface, the system
users may update their user profile and the profile of the
subordinated users.

Each operator shall have a system access generic
account. The operator’s account shall be administered by
a person designated by the operator. This designated
person shall also be the contact person in the relationship
with ANCOM. At all times, only one administrator account
shall be active, for the respective operator.

Apart from the account administration, the
application includes an alert and notification system, and
thus the wusers and administrators shall be sent
notifications in relation to various actions (alerts, periodic
notifications, confirmations and error messages).

3.4.3. Closing of account

The proposed system shall offer the capability to change
the status of an account in the moment the operator
holding the respective account ceases its activity.
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3.5. Infrastructure requirements

3.5.1. IT&C infrastructure existing within ANCOM

The IT&C infrastructure available within ANCOM has
the following features:

- 800 calculation systems, 34 servers and more than
80 specific applications, developed from own and/or
external resources and various other commercial
applications provided by third manufacturers (Adobe
Systems Incorporated, Corel Corporation, Abbyy,
Dameware Development, McAfee Inc., CA Technologies,
ATDI, Rohde & Schwarz). Their number is continuously
changing due to the ongoing projects.

- all the ANCOM locations (Headquarters, Regional
Divisions and county offices) are connected via VPN
connections on GRE tunnels over the network of a
communications operator. The Internet access is made
exclusively by means of the Headquarters.

- a telephony system made of a VoIP system
connected to PSTN via three PRA flows at headquarters.
The three PRA flows enable the routing of 1,000 numbers
in such way as to ensure the communications needs for
all employees. The conversations between the ANCOM
headquarters are done via VPN-based VoIP technology. In
addition, the ANCOM locations own each an analogue port
connected directly in the PSTN network via the same
operator.

- is based on a solution made of a VMware technology-
based virtualised environment, with the following
components:

e Virtualization cluster formed of 4 HP DL360 G7

servers, each equipped with two Intel XEON
X5670 processors, 2.93 GHz, 6 cores/processor,
64 GB RAM memory (8 modules of HP 8GB 2Rx4
PC3-10600R-9).

e Virtualization solution management and backup
cluster formed of 2 HP DL360 G7 servers, each
equipped with an Intel XEON X5670 processor,
2.93 GHz, 6 cores/processor, 16 GB RAM memory
(2 modules of HP 8GB 2Rx4 PC3-10600R-9).

e Storage HP EVA 6400 — storage capacity of
approximately 26 TB.

e Magnetic tape library — HP MSL 4048.

e Switch FC SAN — HP STORAGEWORKS 8/24 SAN —
2 pieces.

e Switch Gigabit — HP Procurve 2824 — 2 pieces.

e Rack HP 10642 G2 + Switch KVM HP 16 ports.

e Backup software — HP Data Protector.

e Virtualization software - VMware vSphere 4

Enterprise Plus — 8 CPU.

3.5.2. Minimum requirements relating to hardware
and software

The Tenderer shall offer perpetual licences for all
software products included in the solution (temporary
licence or with limited functionalities as compared to the
licences without restrictions for the same products are not
allowed).

The Tenderer shall submit a complete technical
solution, satisfying all the requirements included in the
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present technical specifications and all functionalities
herein.

Figures 2 and 3 illustrate the hardware
architecture, respectively the functional architecture of the
application.

The load balancer divides the http/https requests
to the two web server nodes.

The application servers shall be installed on the
two web server nodes. The web servers shall be thus
configured so that each of them could distribute in an
optimum manner the http/https requests to the two
application servers. The application servers shall be
configured in an active-active cluster.

Where one of the web server machines fails, the
system shall further function only by means of the web
server that remained active.

The database cluster is made of two servers
accessing concurrently the same database, in active-
active mode.

The database shall be placed on fiber optic-
connected external storage equipment, existing in the
ANCOM infrastructure. Both FC (Fiber Channel) access
ways and the external storage equipment are redundant.
Consequently, the database service is expected to remain
active including when one of the two database servers
fails.

The connection between the web server and the
application servers, as well as the connection between the
application servers and the database servers are made
through the ANCOM internal network (LAN).

The networking hardware equipment (load
balancer, firewall, router, wiring termination) requested
herein shall be installed in the ANCOM infrastructure in a
configuration to be established in the project
implementation phase. Furthermore, the configuration of
the Ethernet ports on the servers in the context of the
ANCOM infrastructure shall be also established in the
project implementation phase.
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The main features for each category of
infrastructure component are presented below. All
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requested servers shall be delivered with a pre-installed
and licensed operating system. All equipment shall be
delivered together with all the necessary accessories for
the integration in the existing infrastructure.

3.5.2.1. Minimum requirements relating to
hardware
The delivery of the equipment described below is
requested. All equipment shall be delivered with a
minimum 3-year on site guarantee. All servers shall be
delivered with a FC dual Port adaptor (8 Gbs).
e 1 Router with the following basic characteristics:

- Enough memory and power to accept Full
Internet BGP routing table with 2 Internet
providers at 60Mbps traffic.

- 4 Ethernet ports.

- Full Internet BGP Routing Table, IPSec 3DES/AES,
VLAN, CLI, EIGRP.

- NAT, DHCP.

- Each Port LAN WITH LED: Link (Ethernet
connection), FDX (fullduplex), 100Mbps (100Mbps
connection).

- Rack-able 19", maximum 3 U, provided with all
the connection elements in the rack.

- 220V, 50 Hz, provided with an adequate cable for
the drains in Romania.

- Dual Power Supplies, Redundant Power Supply.

e 2 Firewall with the following basic characteristics:

- IPS.

- State full filtering.

- Restriction.

- Black-list.

- Rack-able 19”, maxim 1U.

- 220V, 50 Hz, provided with an adequate cable for
the drains in Romania.

e 2 Layer 3 Switches with the following basic
characteristics:

- Rack-able, 197, 1U.

- Layer 3 (routing capacity).

- ACL, Port Security, Port Filtering, Mac Overflow.

- 24 RJ-45 10/100/1000 ports. (IEEE 802.3 Type
10Base-T, IEEE 802.3u Type 100Base-T) 1 port
RJ-45 for administration console, 2 ports
accepting data transfer on copper or fibre optic
(IEEE 802.3 Type 10Base-T; IEEE 802.3u Type
100Base-TX; IEEE 802.3ab 1000Base-T Gigabit
Ethernet) or a mini-GBIC slot (to be used with a
mini-GBIC transceiver).

- IEEE 802.3x Control Flow, IEEE 802.3ad Link
Aggregation  Control  Protocol, RFC 1492
TACACS+SSHv1/SSHv2 Secure Shell, IEEE 802.1X
Network Login, IEEE 802.1Q VLAN tagging,
SNMPv1/v2c/v3, RFC 1493 Bridge MIB, IEEE
802.1s Multiple Spanning Trees, IEEE 802.1AB
Link Layer Discovery Protocol, RFC 2138 RADIUS,
Secure Sockets Layer (SSL), IEEE 802.1Q VLANS,
IEEE 802.1p Priority, SNMP MIB II, RFC 2236
(IGMPv2).

- interface for the command line; Web browser; a
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management dedicated channel (serial RS-232C)

- Minimum 8000 entries in the MAC Table.

- Voltage: 100:127 VAC/200:240 VAC, maximum
power: 0.75 A /0.4 A, Frequency: 50/60 Hz.

The minimum requirements relating to the server

features are described below.

e 2 web servers:

- Two last generation processors with 4 cores per
processor, particularly made for servers, with a
minimum frequency of 2.5 GHz.

- MainBoard with FSB 1333, DDR dual-channel, PCI
express, 2 x 10/100/1000 LAN (min 4xUSB 2.0.)

- SAS RAID hardware, 256MB RAM, RAID support
0,1,10, min. 6 SAS ports, hot-swap

- 8 GB DDR min 667MHz FB-DIMM

- 4x 146 GB, 15000 rpm, SAS plus 2x 146 GB, for
reserve

- DVDxRW Dual Layer with writing soft included

- SVGA, min 16MB

- Rack mountable case max 4U, 2x min 500W
redundant power hot swap, min 6 bay HDD hot-
swap

e 1 database server

- two last generation processors with 4 cores per
processor, specially made for servers, with a
minimum frequency of 2.5 GHz

- MainBoard with FSB 1333, DDR dual-channel, PCI
express, sound, 2x 10/100/1000 LAN, min 4xUSB
2.0

- SAS RAID hardware, 256MB RAM, RAID support
0,1,10, min. 6 SAS ports, hot-swap

- 8 GB DDR min 667Mhz FB-DIMM

- FDD, 1.44 MB floppy (external, on USB 2.0, is
accepted)

- 4 x300 GB SAS, 15.000 rpm, plus 2 x 146 GB
SAS, for operating system

- DVD*RW Dual Layer with writing soft included

- SVGA, min 16MB

- Rack mountable case max 4U, 2x min 500W
redundant power hot swap, min 6 bay HDD hot-
swap

e 1 database replication server

- two x86 last generation processors with 4 cores
per processor, specially made for servers, with a
minimum frequency of 3.00 GHz

- MainBoard with FSB 1333, DDR dual-channel, PCI
express, sound, 2x 10/100/1000 LAN, min 4xUSB
2.0

- SAS RAID hardware, 256MB RAM, RAID support
0,1,10, min. 6 SAS ports, hot-swap

- 8 GB DDR min 667Mhz FB-DIMM

- FDD, 1.44 MB floppy (external, on USB 2.0, is
accepted)

- 4 x300 GB SAS, 15.000 rpm, plus 2 x 146 GB
SAS for operating system

- DVD=£RW Dual Layer with writing soft included

- SVGA, min 16MB

- Rack mountable case max 4U, 2x min 500W
redundant power hot swap, min 6 bay HDD hot-
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swap
¢ Basic kit for servers:
Switch KVM 4 ports
Keyboard 104 keys
Mouse with a scroll
- 22" monitor min 1600x1050
e UPS:

- rack-able 19’

- Capable to support the entire hardware structure in

case of an incident (power outages) minimum 15

minutes at maximum upload / full load and 30

minutes at half upload / load

¢ Rack:

Sized for the equipment that must be rack-able and fit

within.
e External storage device:

- Rack-able 19”, maximum 2 U;

- LTO-4,

- AES 256-bit;

- 1 TB compressed 2:1;

- 128 MB Included;

- 4-Gbps Fibre Channel connect to host or 3 Gb/sec
SAS;

- Dual power source, Redundant sources;

- 220V, 50Hz, provided with an adequate cable for
the drains in Romania.

e A hardware device compatible with Load
Balancing:

- Rack-able 19”, maximum 1U;

- Layer 4 & Llayer 7 load balancing; Content
routing;

- Server status monitoring;  detection  of
errors/server failure; addition/replacement servers
without stopping the system operation; Server
weighting, Server maintenance, 1 GB transfer rate
on physical environment; Direct Server Return
mode;

- Performance monitoring; SNMP  support;
Automatic updates, ACL and SSL protection; Real
time traffic;  Statistics;  Automatic  save
configuration; Automatic discovery; No
restrictions on port or server, API (Application
Programming Interface); Firmware easy update;
Events notification; Firmware easy update; Events
notification via e-mail or SNMP; Static routes;

- http, HTTPS (SSL), SSH, SMTP, IMAP, POP3, RDP
(Windows Terminal Services), NNTP, ASP, Audio —
video continuous flow presented to the user;
Streaming media, DNS, LDAP, RADIUS, TFTP,
Other TCP/UDP services;

- DDos attack prevention, IPS (Intrusion Prevention
System), Remote Desktop Protocol (RDP) support,
Service level ACL;

- 2 x Gigabit Ethernet;

- updates ensured for 3 years;

- 220V, 50Hz, provided with an adequate cable for
the drains in Romania.

3.5.2.2. Communications system
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The architecture of the communications system is
presented below:

ANCOM
SEDIUL CENTRAL

PRNVAT

EIGRP

DMUPN

S aggng
Sz Mok
~Masagerrere P

[reer——
| Servermvoce Faintets]
~Tadetouse [P cxtente]

Figure 4. ANCOM communications system
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Sistem comunicatii
Internet ISP1  Internet ISP2

DB Replication Server

DB Server

ISP - Intemet Service Provider | DMZ

DMZ - Data Management Zone
or Demarcation Zone

UPS - Uninterruptable Power
Supply

LB - Load Balancer

A

Web Servers

Figure 5. Application communications system

The two diagrams are informative. The final
structure (the settings) of the communications system
shall be established in the project implementation phase.

The ANCOM'’s VPN network is structured on two
hierarchical levels with three capacity levels and ensures
communications such as data transmission, VoIP
telephony, fax over IP transmissions (all protocols,
including G3, SG3), modem over IP, including V.34
modulation,  videoconference transmissions, audio-
conference and process data.

Considering that ANCOM holds its own AS
(autonomous system) for its HQ which announces 2
classes of IP/24 addresses and another AS for the
Number Portability site which announces one class of
IP/24 addresses different from the IP addresses classes
from headquarters, the BGP protocol is used for the
Internet connection, for each of these two locations.

3.5.2.3. Minimum requirements relating to
software

For all the servers in the technical architecture,
Enterprise operating systems, observing the requirements
specified in point 3.5.2.1 Minimum requirements relating
to hardware, shall be delivered. The specifications for
each of the software infrastructure products necessary for
the service operation are described further on.

The manufacturers must certify that the web
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server and the application server operate correctly
together in the requested configuration. As well, the
manufacturers must certify that the application server and
the database operate correctly together in the requested
configuration. The technical proposal must include the
technical documentation of the products to certify these
compatibilities.

3.5.2.4. Web server
The delivered web server must observe the
following minimum and compulsory requirements:
o offers support for SSL and basic authentication
e allows the extension of the functionalities based
on plug-ins or modules
e holds plug-ins to allow for the use as an interface
server for the application server
e allows the implementation of a PKI architecture
e communications outside the network must be
made both encrypted and visibly, depending on
the information type
o offers support for SSL v3
allows the integration with hardware acceleration
solutions for encryption/decryption
allows operation in reverse-proxy mode
holds functionalities of URL address rewriting
holds load balancing mechanisms
allows the configuration in a high availability
mode
offers support for IPv4 and IPv6
e allows the run of the dynamic content, offering
support at least for the PHP, ISP, C/C++
technologies
e allows port tunneling
o offers web cache services
e runs on all major distributions of operating
systems present in the market (Windows, Linux,
Unix)
The licences for the web server x86/x64
architecture equipment described above shall be
delivered.

3.5.2.5. Application server

The application server shall implement one of the
mature standards in the market (DotNet, J2EE or other
equivalent standards). This standard must have at least 3
major shelf product implementations made by 3 large
manufacturers (Oracle Weblogic, IBM WebSphere, JBoss
or other large manufacturers).

The application server must fulfil the following
minimum and compulsory requirements:

o offers support for the connection to multiple
relational database @ management systems
(RDBMS)

e allows the share of Connection Pooling integrated
with clustering mechanisms and detection of
failures implemented at the database level

e offers mechanisms for grouping the servers in
application server clusters in both active-active
and active-passive topologies
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e allows the temporary stopping of a node in the
cluster for maintenance and assistance, the
system being meanwhile available for regular
activities

e offers dynamic balancing mechanisms for the
system load between the resources managed
within the same cluster

e offers Scale Out and Scale Up mechanisms
contains the integrated web server

e allows the run of the application server on all the
major distributions of operating systems present
in the market: Windows, Linux and UNIX

e allows the installation of new versions of an
application, without the interruption of the
connected users, ensuring the continuity of the
business activity (Zero-Downtime); the old
application shall be deactivated only upon closing
all active connections at the time of installing the
new version

o offers full support for the Java Messaging Service
(JMS) standard, 1.0 and 1.1 versions or
equivalent

o offers full support for the Java Authentication and
Authorization  Service (JAAS) standard or
equivalent

e offers an administration console for the
application servers capable of configuration
change management:

- blocks a configuration for change;

- saves a configuration without an effective
application;

- resets to a previous configuration;

- history of changes

e allows the registration, under the form of a
command script, of the administration operations
performed on a field of applications with the
possibility of subsequent use of this field for
activities of management and maintenance of the
application server

e offers support for the protection against
application server overload, using options of
reconfiguration of the software resources in cases
when the server may no longer accept new
processing requests, the system maximum
capacity being reached

e includes facilities of self-tunning of the number of
concurrent sessions accepted, depending on the
load level of the operated system

e is compatible with the specifications of the Java
Enterprise Edition 5 standard or equivalent

o offers compatibility with the specifications of the
previous standards Java, Java 2 Enterprise Edition
1.4 and Java 2 Enterprise Edition 1.3 or
equivalent

e forms a complete technological platform for the
installation and execution of dynamic web sites,
web services and applications compliant with the
J2EE standard or equivalent

o offers full support for the specifications of the
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Java Servlets 2.3, 2.4 and 2.5 standards or
equivalent
o offers full support for the specifications of the
JavaServer Pages 1.2, 2.0 and 2.1 standards or
equivalent
o offers full support for the specifications of the
Enterprise JavaBeans 2.0, 2.1 standards or
equivalent
o offers full support for web services, according to
the specifications of the WS-I Basic Profile 1.0
and 1.1 standard
o offers full support for web services, using the
specifications of the JAX-WS 2.0 and JAX-RPC 1.1
standards or equivalent
e offers support for Simple Object Access Protocol
(SOAP) 1.1 and 2.0 versions and SOAP with
Attachments API for Java (SAAJ) or equivalent
e allows the data conversion into XML format, using
the W3C Extensible Stylesheet Language (XSL)
standard
e allows data reading and writing in XML format,
using the Document Object Model (DOM) and
Simple API for XML (SAX) standard programming
interfaces and the Streaming API for XML (StAX)
specification or equivalent
e allows to apply security to web services, using the
WS-Security and WS-SecurityPolicy standards
o offers full support for the JDBC standard, 2.1 and
3.0 versions or equivalent
Where the Tenderer offers solutions which
observe equivalent standards, then the Tenderer shall
include in the offer a table of equivalence to clearly show
that the tendered solution offers at least all the
functionalities offered by a solution compatible with the
standards specified before.
The licences for the web server x86/x64
architecture equipment described above shall be
delivered.

3.5.2.8. Database server
The relational database shall fulfil the following
minimum and compulsory requirements:

e it must be a database management system based
on the relational model

e allows the minimisation of data access conflicts
and guarantees the simultaneous data access

e allows the reorganisation, move and redefining of
tables, without blocking the activity

e has the possibility to temporarily suspend
resource-consuming operations (e.g. massive
data load), with their subsequent reset

e offers priority schemes in the accessing of the
database, depending on the type of user

e is compatible with the ANSI SQL standard

o offers multimedia data support

e natively allows the storage and management of
XML data structures

o offers support for stored procedures and triggers

o offers support for autonomous transactions
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e allows defining index tables for rapid access to
certain tables

o offers fast restore mechanisms in case of error, at
the level of transaction, sheet or database,
without needing to interrupt the database activity

o offers integrated mechanisms in the database for
cancelling a committed transaction, without
needing to restore from a backup or to maintain
copies of data, through user procedures

e allows the direct query from database of the
external text files, without needing to previously
perform a loading operation in a table from the
database

e allows for the limitation of the number of
connections to the database by using a database
connection pooling mechanism

o offers full support for the use of regular
expressions

e allows the recovery of logged transactions in the
event of a breakdown (roll-forward)

e holds Unicode UTF-8 support or equivalent

o offers support for the bidirectional replication of
data between two database instances

e allows the restriction of access at the level of
database objects

e allows the simultaneous implementation of
several security policies for the same database
object

o offers a list of operations which a group or a class
of users may perform

e offers native mechanisms for restricting the users’
access at the level of registration and column in a
table

e allows the self-tunning of parameters in the event
of adding memory, processors and storage space
to the system, the base needing to automatically
adjust to these changes

e allows saving/restoring and zipping/unzipping
data in on-line working regime

e allows the total and/or partial save of the
database

e allows the performance of automatic backup in a
unitary, centralised and easy-to-administrate form

e allows the performance of backup only for the
files that suffered changes from the last backup
and for the newly created files

o offers local and consolidated reports on the entire
backup environment and backup operations

e allows the registration of all changes of the
database in order to permit the recovery of the
database (registration of transactions)

e allows the total and/or partial recovery of the
database from a time moment specified by the
user

o allows saves for one or several spaces allotted to
tables, as specified by the database administrator

e allows the run of the database server on all major
distributions of operating systems present in the
market: Windows, Linux and UNIX
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e allows the compression of the data stored in
tables in order to minimize the storage space

e allows the execution of multi-table INSERT
instructions

e allows the limitation of the number of processors
used by the database via own mechanisms,
without the additional installation of virtualization
software

e includes capacities of automatic optimisation of
the SQL instructions, through data indexing or
partitioning mechanisms

o offers the possibility to logically partition the large
tables to reduce the data access time, using
various partitioning criteria (list, range, hash) and
combinations of these schemes (range-hash,
range-list, range-range, list-range, list-list, list-
hash)

e the partitioned tables must offer the indexing
facility at global level and at partition level (local
indices)

e allows access to information as fast as possible by
using various types of indices, such as B-Tree,
bitmap, partitioned, function based, domain or
similar

e supports the defining of the table reference
partitioning, by using the child table as
partitioning criterion, if there is a parent-child
reference relationship between two tables, of the
same column, after which the parent table was
partitioned, without needing the presence of that
column in the child table

e offers support for defining the scripts generated
by certain events at the level of instruction or
registration, allowing for the execution of the
respective actions scripted before and after the
respective triggering event

e offers a graphical utility for the relational and
dimensional modelling of data

o offers the possibility to define analytical queries
which would allow to use sets of inter-correlated
formulae, identify sets with common frequency,
cumulative aggregations, rank and distribution
tests or the possibility to change the rows into
columns (pivot)

e allows defining index tables where the data are
stored together with the index in the same
physical blocks, for rapid access to certain tables

e allows the installation of the database on several
nodes (active-active cluster architecture) to
ensure the tolerance to node breakdowns, the
database providing its own clustering software
therefor; the cluster nodes must be able to be
added/removed dynamically, without the need to
interrupt the database

e allows the direct query of tables which should
present the data picture as they were at a certain
previous moment in time, even if these were
subsequently modified, without requiring the
restoring from backup or the performance of
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periodical snapshots
Licences for the two database machines requested above
(x86/x64 architecture) shall be delivered.

4. Architecture of the application

The components of the application are
represented in Figure 6 below. The minimum requirement
for the qualification of tenderers is to provide and
implement the hardware and software components,
taking into account the provisions of the Terms of
Reference. The hardware infrastructure must ensure the
operation of the application on the software solution
proposed by the Tenderer.
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Figure 6. Components of the interactive application

The end-user web interface shall be designed in
keeping with the visual identity structure and elements
indicated by ANCOM, to be made available to the
Tenderer at the time of web interface development. As
well, the provisions of SOP IEC (POS CCE in Romanian) on
the visual identity of the projects financed through the
Priority Axis 3 “Information Technology and
Communications for the private and public sectors”, Key
Area of Intervention 2 “Developing and increasing the
efficiency of electronic public services” Operation 1
“Supporting the setting-up of e-government solutions
along with the necessary broadband connectivity (if the
latter is needed)”.

The main requirement shall be to develop a
calculation tool and the required system architecture in
order to facilitate the online tariff comparisons for the
electronic communications services and the display of the
relevant information on the conditions of supply of these
services, based on usage details inputted by the users.
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4.1. Electronic communications services to be
included in the calculation model

The proposed model should facilitate interactive
usage based tariff comparisons for the following services
which the operators declares that can be provided in a
certain geographic area (at national, county, locality
level), according to the provisions under Section 2,
art.11(2) of Decision no.77/2009:

e Fixed telephony: subscription, fixed-to-fixed
national calls (within the operator’s individual network or
partners’ networks, and outside its network), fixed-to-
mobile national calls (within the operator’s individual
network or partners’ networks, and outside its network),
and calls to a series of international destinations;

e Mobile telephony: subscription/prepaid card,
national calls (within the operator’s individual network or
partners’ networks, and outside its network), international
calls, SMS and/or MMS (within the operator’s individual
network or partners’ networks, and outside its network),
mobile Internet access extra-options;

e Internet (other than over mobile phone):
subscription, traffic/time included, bandwidth;

e Service packages, in any combination which
includes the services mentioned above.

The operators shall be able to optionally add, in a
supplementary field, the commercial offers on the service
packages which, apart from the services or combinations
of services mentioned before, include the audiovisual
programme retransmission service. Subject to the
possibility to not include all the offers of packages of
services of this type in the market, the proposed model
shall also make comparisons between the final prices of
the entered packages, in keeping with the services
selected by the user (minimum two).

4.2. Database/Comparison tool

The database shall contain:

e details of all standard public commercial offers, as
submitted by operators and validated by ANCOM;

o for fixed telephony and mobile telephony, the
calculation tool necessary to generate comparisons of
such offers based on the “typical user” profile and
specifically inputted usage profiles;

o for Internet and service packages, the calculation
tool necessary to generate comparisons of such offers
based on the specifically inputted usage profiles.

e other data necessary for the user, operator and
ANCOM sites.

The data on the “typical user” profile shall be
made available to the Tenderer by ANCOM. The “typical
user” profile shall comprise maximum 3 standard usage
patterns (Low, Average and High) thus built as to cover
the end-users with low, average or high usage of
telephone services.

4.3. The end-user site

4.3.1. Functionalities

SECTION 4: FORMS 38/73



NATIONAL AUTHORITY FOR MANAGEMENT AND REGULATION IN COMMUNICATIONS (ANCOM)
Documentation for the awarding of the public acquisition contract subject to the provision of software programming services for the development
and implementation of the project “Online application for comparing the communications offers intended for the end-users”
(CPV code: 72212000-4)

The end-user site shall allow them to evaluate the
most convenient commercial offers, suited to their own
usage options. The comparisons shall be based on the
customized “typical consumer” profile.

As for fixed telephony and mobile telephony, in
order to ensure the end-user friendly use, the solution
shall optionally provide a comparison based on one of the
“typical consumer” usage profiles. The user should be
able to manipulate the “typical consumer” profile to better
reflect his/her individual usage pattern.

Thus, the users shall input details on their usage
details on the chosen service(s) (e.g. payment method,
number of called minutes per month, data traffic volume
achieved or other indicators), and the interactive
application shall display results showing at least the first
25 most advantageous offers ranked in order of cost
(calculated per month). The display shall also show other
relevant details on the respective offers (for example,
number of included minutes or SMS, billing period,
contract minimum duration, customer care details).

This shall be a publicly available site. On
accessing the site the consumer shall be asked to enter
certain sets of parameters, without being neither
compulsory nor limited to:

I. Preliminary parameters:

- type of service requested: fixed telephony,
mobile telephony, Internet or service packages (minimum
two services shall be ticked);

- payment method (where applicable): postpaid,
prepaid or both;

II. Usage pattern:

For telephone services:

a) number of minutes to mobile networks (on-net and
off-net);

b) number of minutes to fixed networks (on-net and
off-net);

¢) number of SMS (on-net and off-net);

d) number of MMS (on-net and off-net);

e) number of minutes to international numbers (to
fixed networks, to partner mobile networks, to other
mobile networks);

f) number of minutes, on time intervals, in week-end,
to favourite numbers;

g) number of minutes to voice mail;

h) MB Internet traffic on mobile phone.

For Internet access services:

a) type of Internet access desired (fixed or mobile
Internet)

b) restrictions (connected permanently or for a certain
amount of hours, traffic limit or unlimited traffic);

¢) download/upload speed (minimum).

The parameters above are guiding and aimed at
enabling the Tenderer to form an opinion as clear and
complete as possible on the requirements of the
requested application. The Tenderer should propose the
concrete set of parameters only upon analysing the offers
of the providers existing on the Romanian electronic
communications market. The necessary level of detail
should balance needs such as ease of consumer use and
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understanding, along with the degree to which the
information requested can provide a comparison result
that presents a reliable representation of each operator’s
tariff.

As for the service packages, the user shall be
asked to choose minimum 2 types of services (fixed
telephony, mobile telephony or Internet), and then to
enter consecutively the usage pattern for each of the
chosen services. At the end, the application shall display
the results for the service packages, according to the
request.

After inputting the minimum set of information,
the user has the option to either (i) go straight to a
comparison of tariff offerings, based on the “typical
consumer” profile (where applicable), or (ii) enter a
greater level of detail regarding their usage pattern prior
to requesting a comparison.

The commercial offers shall be displayed to the
user in keeping with the inputted information, ranked in
ascending order of cost. The displayed rank shall contain
information such as:

For telephone services:

a) the provider's name and logo, the name of the
tariff plan and the provider’s website where the user may
find detailed information on this plan;

b) the contractual arrangement (postpaid or prepaid);

c) the contract minimum duration, as well as
applicable penalties for contract early termination;

d) the tariff of the monthly subscription or value of
the prepaid card, as the case may be, as well as the
minutes included or the credit initially included in the
price, if applicable;

e) the network connection tariff or the service
installation tariff, if applicable;

f) the tariffs charged for each category of calls: for
national calls, the application shall display the tariffs in
keeping with the destination/called network (on the
provider’s individual network or to other networks/types
of networks, specifying the networks/types of networks
that may be called), as well as with the time of the
day/week when the call is made (peak hours/off-peak
hours, with the indication of the corresponding time
intervals) or with the types of called numbers (e.g.
numbers in a defined group), if applicable; for
international calls, the application shall display the tariffs
in keeping with the destination areas/countries; as well, it
shall show that, for certain categories of numbers, higher
than usual tariffs may be applied (e.g. Premium Rate
numbers);

g) for mobile telephony, the tariffs for the roaming
services (incoming calls, outgoing calls, SMS, MMS),
depending on the selected network, time interval (if
applicable), as well as on destination (within the visited
country, to native country or to another country than the
destination or native countries);

h) the service coverage area (localities where these
services are available, for fixed telephony, respectively
share of the population and share of the territory, for
mobile telephony);
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i) the invoice payment method;

j) the existing promotional offers, including discounts
or cost-free equipment;

k) the working hours of the customer care service.

For Internet access service:

a) the provider's name and logo, the name of the
tariff plan and the provider’s website where the user may
find detailed information on this plan, if applicable;

b) the contractual arrangement (prepayment or post-
payment);

c) the contract minimum duration, as well as
applicable penalties for contract early termination;

d) the tariff of the monthly subscription and the
traffic/credit initially included in the price, if applicable;

e) the network connection tariff or the service
installation tariff, if applicable;

f) the tariffs charged for equipment lease/provision, if
applicable;

g) tariff charged for additional traffic, if applicable;

h) the service coverage area (localities where these
services are available);

i) upload/download speed during the maximum traffic
time interval (calculated in keeping with the maximum
number of users that may simultaneously access the
service), as well as the upload/download maximum
speed;

j) the invoice payment method;

k) the existing promotional offers, including discounts
or cost-free equipment;

[) the opening hours of the customer care service.

If several offers have the same price, the
distinction between them shall be made based on other
criteria, such as:

For fixed and mobile telephone services:
a) the greatest amount of on-net/off-net minutes
included in the offer;
b) the greatest amount of on-net/off-net SMS
included in the offer;
c) the lowest on-net/off-net price per minute, after
exceeding the amount of minutes included in the offer
(if applicable);
d) the highest amount of included Internet traffic
volume;
e) the newest offers.
For the Internet access services:
a) the highest download/upload speed;
b) the traffic volume included in the offer;
c) the newest offers.
These criteria are presented for information
purposes, as the exact criteria shall be established
following the finalisation of the calculation model.

The information display mode shall be jointly
decided by the Tenderer and ANCOM.

When displaying the results of the requested
comparison, the application shall offer the users
information regarding the date when the operators made
the last update to the offer. The tariffs obtained by the
user as a result of the requested comparison shall be thus
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displayed so as to enable the user to identify easily all the
additional costs of the tariff package subjected to analysis
(e.g. the equipment tariff or the installation tariff), as well
as all the services composing the respective tariff, in the
case of the service packages. Furthermore, the users shall
be able to express their opinion on the offers of electronic
communications services, by posting messages on a free
discussion  forum, moderated by the ANCOM
representatives.

The application shall provide a newsletter subscription
module to enable the sending of notifications on the
updates operated by ANCOM (introduction of new facilities
into the application; addition, modification or deletion of
certain modules or other similar operations). The users
shall be able to subscribe selectively to these notifications,
by choosing the field in relation to which they wish to
receive information (mobile telephony, fixed telephony,
Internet or service packages).

4.3.2. Access

The end-user site shall be public and shall not
require any access or authentication restrictions.
Furthermore, the system shall allow the creation of user
accounts to access various facilities, such as saving the
results of the made queries or accessing the forum.

4.4. The Operator site

4.4.1. Functionalities

The operators shall enter the information on their
tariffs and conditions for the supply of electronic
communications services via a secure web interface. The
fields offered by this interface shall allow the entry of a
set of compulsory information and the addition of optional
information.

Each authorised provider of telephone and
Internet access services shall enter their tariff information
to the database via dedicated secure connections. The
operator shall use this site to submit offer information to
ANCOM who then review and activate the information for
use on the public site.

The application should allow the operator to
modify, update or inactivate (the offer is no longer
available, but remains in the system to ensure traceability
and provide statistics and analyses) the offers entered on
its site. As well, the operator may establish a validity
period for the offer, after which the offer shall
automatically become inactive. All the operations
performed by the operators shall be signed with a
qualified digital certificate.

The operator shall be able to use its interface as a
“test-bed” to compare tariff options under development
against tariff options that are live on the public site, in
advance of submission to ANCOM.

As soon as the operators enter such an offer,
ANCOM shall receive a notification in order to validate the
offer and upload it onto the end-user site.

4.4.2. Access
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The operators shall be connected to the
application in a secure way, by using qualified digital
certificates, installed on the machines from which the web
application is accessed. The authentication shall be dual-
factor, involving the entry of a username and password
and the submission of the digital certificate. Each operator
shall be allocated a username and a password which allow
private and secure access. In addition, the operator shall
be the only one able to access or manipulate its tariff
information. All the changes made by the operators shall
be digitally signed. These measures ensure the control,
integrity and authenticity of the data, as well as the non-
disclaimer of the performed operations.

Usernames and passwords should be encrypted to
128bit. Strict processes shall be used for recovery of
username and password.

If a user does not work with the system while
logged in for 15 minutes, the session shall automatically
end.

The Tenderer shall ensure the security
requirements for the sites/connections presented under
point 3.2.1.

4.5. The Authority site

4.5.1. Functionalities

The Authority site is also a private site where
ANCOM may verify and validate all offer information
submitted by operators for publication, along with content
management of the user site. The web interface should
allow at least:
e the visualization of the information entered by the
operators and the rejection of the information if this is
incorrect or requires modifications/completions;
e the performance of simulations which should entail both
the newly introduced offers and the offers live on the
public site;
« the validation of the data entered by the operators prior
to their activation, and their submission for public use on
the end-user site;
e the alteration of the user site content (e.g. the
elaboration of the texts posted on the site, modification of
the help feature content, update of the “news” rubric,
display of certain announcements and periodical notices
or notices generated by specific events);
e the operation of changes to the comparison tool,
including as regards the value of the parameters and of
the system settings;
« the moderation of the discussion forum;
« the generation of reports (and graphics) on the tariff
evolution, itemized by types of services and time
intervals;
¢ the search/identification of tariff packages valid at a
certain date or on certain time intervals and/or of a
certain operator.

4.5.2. Access
Similarly to the operator site, each ANCOM
authorised user shall be allocated a username and a
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password which allow private and secure access. The
user’s unique password ensures all information remains
confidential. Usernames and passwords should be
generated by the system and should be encrypted to
128bit. Strict processes shall be used for recovery of
username and password. Access to the system shall be
done from the ANCOM internal network. Access policies to
regulate this matter shall be implemented.

A filter shall be used within the forum which shall
automatically stop from publication the messages
containing an improper language. As well, the ANCOM
users who shall have the right to moderate the forum
should be able to modify or delete certain messages.

If a user does not work with the system while
logged in for 15 minutes, the session shall automatically
end. At least one minute before automatic disconnection,
the user who does not actively use the application shall be
warned that the session shall end, by means of
transmitting a standard message, via a notification
window.

The Tenderer shall ensure the security
requirements for the sites/connections presented under
point 3.2.1.

4.6. Provisions on the features of the operators’ offers in
the market, which should be addressed by the requested
application

The proposed solution should address the broad
range of the features of the public offers currently
available, but not limited to:

o tariffs differentiated by on-net, respectively off-net
calls;

o tariff options with inclusive minutes or call credit
that may or may not be carried forward to the next billing
period(s) if unused;

e promotional tariffs for a specified period of time,
upon the expiry of which, standard tariffs shall apply;

e option with inclusive minutes and additional services
included, for example, options with special tariffs, with
SMS/MMS included;

o tariff options for bundles of products and services,
such as reduced tariffs for Internet access, in case of
using the same operator for the provision of telephone
services;

e minimum tariff per call or special conditions under
which the respective tariff is applied (e.g. when a
reduction of the tariff per minute is offered, after a
number of minutes within the same call), if applicable;

o call initiation tariffs, if applicable, or minimum billing
unit;

e charging methods (e.g. per second or per minute,
per 10KB or 1MB);

o differentiated tariffs depending on the time of the
day or days of the week;

¢ discounts applied depending on the traffic volume;

e loyalty discounts where the end-users receive
discounts when they stay with a service provider for a
particular period of time;
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e discounts for particular bill payment methods, i.e.
direct debit;

e preferred numbers where the user can avail of
discounted or free calls to the respective nhumbers.

In designing the solution to cater for the range of
offers in the market, the Tenderer shall need to balance
complexity and usability considerations, in particular, to
ensure that users and operators can understand and
easily use the site (via the various interfaces) and that
any assumptions necessary to implement the calculation
tool can be developed without creating an undue burden
in terms of data collection.

In striking this balance between usability and
complexity, the Tenderer should ensure that the solution
proposed:

e provides a reliable ranking of operator tariffs,
depending on the parameters presented at point 4.3.1.
Initially, the tariffs shall be displayed in Euro, but the
application must include options of displaying the tariffs in
Lei or US Dollars. As for the offers whose tariffs are
expressed in other currencies than the one displayed, the
application shall automatically make the conversion before
displaying the results, at the automatically extracted BNR
official exchange rate, displaying both the value and
currency of the display and the initial/original one;

e maintains sufficient comparison between tariff
options so as to ensure for the end-user a result as
relevant as possible, following the options inputted by the
user;

e does not allow for unfairly manipulating the results
to ensure better positioning.

The Tenderer shall detail, in the analysis phase,
how it proposes to integrate the tariff features/structures
into the calculation tool, in particular:

¢ a description of the offer feature and its relevance
and impact on the calculation tool, user site, operator site,
and development of the ‘typical profile’ or other areas of
the overall solution proposed.

e how any assumptions necessary for integration of
the tariff feature into the comparison tool can be
modelled and how any burden in terms of data gathering
to support any such assumptions can be minimised

4.7. Requirements relating to the technology used

The tendered solution shall implement the
following minimum technical requirements:

e It shall be based on client side scripting
technologies — AJAX, CSS, Javascript;

e The site content shall be optimized at least for the
following browsers and for their following
versions: Internet Explorer 7.x, Firefox 3.x, Opera
9.x, Chrome 10.x, Safari 5.x., or subsequent
versions.

e It shall include an optimized content for mobile
terminals (handset, smartphones, netbook, tablet
or other similar devices) with the following
features:

o directs the wusers who access the
application site from their mobile to the
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specific version;

o redirects to the full version of the
application mobile site

o wuses valid markup in the internal
structure of the site;

0 uses a XML header, a DOCTYPE and the
due encoding;

0 uses a linear layout, minimises the left-to-
right navigation and organises the
information on a single column;

o minimises the use of tables;

o minimises the page size

0 separates the content code from the
presentation code (CSS);

0 uses ALT tags.

e the site should be totally developed by using the
CSS, [X]JHTML, pure “box modelling” standards,
exceptionally tables. Pages validated according to
the w3c.org standards;

e indexes the key words, the page title, the
content, the link titles for a better performance;

e the content of the pages should be able to be
accessed on any operating system Windows, Mac
OS and Linux;

e Dynamic HTML/CSS support

e allows support for the audiovisual content.

4.8. Performarnce requirements

The following performance requirements must be
fulfilled by the tendered solution:

e the average loading time of a page that only
offers basic information: 1-5 seconds, depending
on the user’s connection type;

e the average loading time of a page that contains
information processing and offer comparisons: 5-
15 seconds, depending on the complexity of the
request;

e average number of concurrent users: at least
5,000 for the user site, at least 20 for the
operator site and at least 10 for the ANCOM site;

e minimum number of requests/minute: at least
1,000 for the user site, at least 10 for the
operator site and at least 5 for the ANCOM site;

e the capacity to support at least 20 internal users
with various administration roles;

e 99.9% availability (or 24/7 exclusively in the
maintenance periods);

e the capacity to respond in a reasonable time to at
least 50,000 unique visitors per month for the
end-user site and 1,000 unique users for the
operator site and the ANCOM site;

e the capacity to support long periods of heavy
traffic;

e allows the support for the provision of video and
audio flows.

The Tenderer shall present the tests to be
performed in order to ensure the compliance with the
performance requirements.
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4.9. Requirements relating to the optimization of
the site display

e the site should be totally designed according to the
CSS, [X]JHTML standards;

¢ indexes the key words, the page title, the content,
the link titles for a better performance;

e Page Caching — to allow via a cache system to keep
the page so that if there is a request for the same page it
could display it faster;

e Load Balancing — to allow loading the content of
more servers.

4.10. Interoperability requirements

e Content Syndication (RSS) — Integration of the RSS
subscription for the news transmission;

e news or events warning programme by e-mail;

e multi-linguistic support (UTF-8, UTF-16 or other
equivalent formats);

4.11. Design requirements

e The Tenderer shall present at least 3 different
layouts for the first page, the site and the sub-sites,
observing the visual identity of the application and the
branding features (the related specifications and key
elements shall be made available to the Tenderer by
ANCOM);

e The site design shall meet all the visual identity
requirements presented in the Visual Identity Manual
(VIM) of the Sector Operational Programme Increase of
Economic Competitiveness (SOPIEC)

o all the pages, except for the first one, shall have the
same basic design. The sub-sites shall be differentiated by
using a design derived from the basic one. The design
shall observe the brand manual made available by
ANCOM;

e colours: The Tenderer shall use a standard range of
colours for the text, backgrounds, animated gifs with a
view to ensure the multiplatform compatibility, according
to the brand manual and to the VIM SOPIEC, to be made
available by ANCOM;

o fonts: The Tenderer shall use a family (families) of
fonts in order to ensure the legibility of the text,
irrespective of the navigator or of the platform on which it
runs, according to the brand textbook to be made
available by ANCOM;

e images: The Tenderer shall optimize the images for
visualization. The exceptions shall be specified by the
beneficiary (the images intended for the mass-media).

4.12. Usability requirements

The Tenderer shall observe the following
requirements:
e the site navigation part shall not hold more than
20% of the page;
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o all pages shall contain a printer friendly, back to top
and send to a friend option;

¢ the information resulted from the offer comparison
shall be able to be saved in a PDF document which can
be downloaded by the user by means of a save the results
additional option;

e the site map shall have two formats: one for
visitors, in an accessible form, and one for the main
search engines (at least Google, Yahoo, Bing) in XML file
(sitemap.xml);

o different ID for the Romanian and English pages;

e font sizing options;

e the administrator shall be able to monitor the
frequency of page visualization and usage (accessing) by
the users and to identify the trajectory of the clicks in
view of analysing the web interface ergonomics.

4.13. Requirements  relating to content
optimization

The Tenderer shall observe the following minimum
requirements:

e The tendered technical solution should prove the
performance of content optimization for the most used
search engines (at least Google, Yahoo, Bing and other
equivalent search engines).

e The Tenderer shall ensure the promotion of the
interactive application by means of the most used search
engines (at least Google, Yahoo, Bing).

The two requirements above shall be observed so
that, upon the search of dedicated key words, the portal
is found among the first 10 returned results.

4.13.1. On Page optimization

e ANCOM shall define the key words or phrases, in
keeping with the suggestions and
recommendations of the Provider;

e using Meta tags for page description;

e including defined key words in the TITLE tags
from all pages;

e using H (Heading) tags in a logical way for the
intuitive presentation of the content sections;

e using the valid markup in the site internal
structure;

e using a XML header, a DOCTYPE and the due
encoding;

e separating the content code from the
presentation code (CSS) and the script code
(Javascript);

e using ALT tags for images;

e minimising the use of tables;

e implementing a sitemap generation automatic
system, according to the requirements and
standards imposed by www.sitemaps.org.

4.13.2. External optimization
e implementing a campaign of raising relevant links
to the application site and building an
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optimization report;

e presenting a long-term SEO optimization strategy
for keeping and improving the current positions in
the indices of the search engines in parallel with
the attraction of new relevant links to the
application site.

All the elements of the SEO report shall be upheld
at the end of the project by a document of SEO
suggestions, recommendations and guidelines.

4.14. Support requirements

The Tenderer shall provide free of charge
technical support during the entire duration of the price
comparison tool implementation.

4.14.1. Training

The activity of training the ANCOM personnel shall be
carried out by the specialised personnel of the company
developing the interactive application and shall include an
assessment and the drawing up of a report (to include the
strategy and curriculum) over the training needs of the
ANCOM experts, in the fields relevant to this project.
Proper training of the ANCOM experts shall be done,
especially 15 persons by means of on-the-job training, to
be carried out at the same time with the activities and
possibly being considered as part of these activities, as
the case may be, or by other professional training means,
if this shall be the case, according to the assessment of
the training needs. The training shall aim at increasing
qualifications as regards the economical and technical
aspects related to the proper operation of the application.
The on-the-job training is to be carried out mainly by
assisting the ANCOM experts during all the stages of the
project development, and especially during the design,
development and maintenance of the application itself.
Sub-activities:
- On-site training of the ANCOM staff during the
development of the application, in view of administration
and maintenance
- Develop online Help materials for the users and the
service providers
The following are estimated as the results of the training
activity:

- 15 trained persons

- online Help materials for users and service

providers.

The training of external users shall be carried out
directly through the system, by providing information on
the functionalities by means of the available online
manuals and the contextual Help feature.

4.14.2. Guarantee and maintenarce
The guarantee period for the hardware systems is

of minimum 3 (three) years.
The guarantee period for all basic software
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(operating system, database system, web system etc.) is
the standard one provided by the manufacturer of the
respective software.

The guarantee period for the tariff comparison
application shall be minimum 2 (two) years. For the
guarantee period, one shall take into consideration the
corrective maintenance (bug corrections and installation
of patches with corrections on the production platform).

All operations necessary for the application to
operate within the parameters specified herein must be
ensured during the guarantee periods.

During the guarantee period of the software
applications (except for the basic software), a detailed
plan for the delivery of the versions generated by the
corrective maintenance activities must be drawn up. To
this end, the working hours and the maximum resolving
time shall be taken into consideration.

During the guarantee period, in case requests
occur, technical personnel, specialised in operational
services for implementing the provided software and
hardware solution, shall be made available at the location
where the system is installed.

4.14.3. Provisions on the guarantee period
Minimum operational services to be provided
during the guarantee period:
e technical support, in the following cases:

0 uncertainties regarding the manner of
using the provided software and
hardware solutions;

o identify and verify the causes of a failure
or an error;

o correct the fault or the error and repair its
cause.

e duration for answering in case of incidents. An
incident may be notified anytime during 24x7x365
days. A specialist shall take over the incident,
shall carry out the diagnose and, together with
the beneficiary, shall establish the severity of the
incident.

When an incident is notified, the answering
duration depends on the priority of the incident, as

follows:
1st Priority Critical impact at | 2 hours
system level
2nd Priority Non-critical impact at | 4 hours
system level

If the priority of the incident is not specified, it shall be
implicitly considered to be of 2nd Priority.

e duration for solving the incidents. After the
severity level is set, the necessary actions for
solving the incidents shall be made within the
following time intervals:

Table no. 3.
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Level of Definition Interval | Duration of the
severity for final resolution
repair or (since the
finding incident is
an notified)
alternati
ve
solution
A critical component
of the system is not
operatfonal and this
problem causes the
full loss of the
services. Activity
cannot be continued Maximum 8
in a reasonable hours (final
manner and the resolution or
situation represents alternative
an emergency. A 1st solution).
Z’eg ree severity ma}; Monday = | 7pe afternative
ave one or more o Saturday, .
15t the following betneer, | oo
Severity characteristics: 0:00 — | continuation of
Corrupted Data; A 24:00 the normal
critical functionality is activity, in @
not available; The reason:a ble
system has blocked manner. until a
and caused final resolution
unacceptable or may be provided,
undefined delays as :
regards answers or
resources; The
system fails
repeatedly even after
attempts to restart it
or other equivalent
operations.
There exists a critical Maximum 2
problem that seriously working days
affects the system or Monday — (final resolution
its operation and Thursday, or alternative
causes significant e tween/ solution).
g/isci‘/s'oﬁa//ﬁes. No §:30 - | The alternative
éﬂd ] alternative solution is Jifiggd ‘Z‘r’]/: LZ_ ‘;’7 shall
everi i .
v z:%%glless, between | continuation of
operation may still ‘ijg 0_ the normal
continue in a ‘ activity, in a
restrictive manner ,rs;;f]’;‘ibf; i
and the problem s LT
could be temporary. Zf}f ZC‘:Z/;; tl’/ ?ge y
The problem causes
minor losses in
functionalities. The
impact is minor, Monday ~
operation is not Thursday,
affected, but there between
exists a problem 8:30 ~
3rd which needs to be 17:30 and i
Severity resolved. Resolution Friday | 5 working days
means questioning between
and developing an 8:30 -
answer, advice, 14.30
opinion or correction,
or an alternative
solution or way to
assist the problem.
e dedicated technical support services, provided
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only by specialists accredited (authorised) by the
manufacturer of the technology during the
guarantee period, in accordance with the
requirements below:

o The support service must provide
professional technical assistance related
to the installation and operation of the
software and hardware products, while
keeping the information systems available
and reliable, helping to achieve project
goals, productivity  increase  and
investment value maximising.

o The technical support service shall
provide fast and effective support for all
the products. The key characteristics
include:

— Diagnose and permanent solving of
the problems, by means of access to
technical information and proper
assistance;

— Real time solutions, by means of
permanent access to technical
expertise;

— A wide array of technical resources —
including libraries of technical
solutions and the ability to connect
to them and keep track of the
technical assistance requests;

— Support account management — by
means of a dedicated technical
account manager.

The following are to be made available for the
hardware equipment and software products provided:

e Free of charge interventions upon beneficiary’s
request, in case of faulty operation of the
equipment mentioned in the contract;

e In case certain faults in the server or the software
(basic software and applications) operation are
reported, the Tenderer’s manner of
answering/resolving must be as above;

e The beneficiary may be notified as follows:

o by means of the electronic mail system
(to an e-mail address made available by
the Tenderer);

o by means of a telephone call made by the
client to a dedicated number made
available by the Tenderer;

o by means of a facsimile message made to
a dedicated number made available by
the Tenderer (optional)

o additionally, the Tenderer shall designate
a manager responsible for managing the
technical incidents.

e If, in case of hardware failures, the repair is not
possible within the abovementioned terms, the
Tenderer shall make available to the client
equipment with similar technical characteristics in
order to ensure continuous operation of the
system until the failure is resolved.
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The Tenderer must ensure a maintenance period,
even after the guarantee periods expire, so that the
system operation is ensured for at least 5 years after the
final acceptance. To this end, the maintenance services
shall be provided by the implementing company, based on
a separate contract, concluded in accordance with the
legal provisions regarding public acquisitions, as regards
the information application maintenance as well as the
provision of the updates and changes necessary for the
applied modules; estimates amount to 2% of the value of
the applications afferent for the first 3 years, since the
hardware guarantee is ensured during these 3 years;
subsequently, the maintenance costs are assessed to
reach 2% of the total investment. The technical proposal
must include the Tenderer's commitment to ensure
maintenance under the above conditions.

In its technical tender, the Tenderer shall present
the methodology and the resources allocated in view of
ensuring the guarantee.

The Tenderer shall provide the buyer with the

source code and the intellectual ownership right over it,
the right to amend related to the developed software
application, the licences for the possible software used
from third parties as well as the entire documentation
afferent to the application.
The Tenderer shall make available to the buyer an
operational manual and a manual describing the structure
of directories, the tables and the significance of the
information stored in the respective tables, the scheme of
the links and relations among the tables. Also, a manual
for the application management and a manual for the
installation and configuration of equipments shall be made
available. All manuals shall be provided in the Romanian
language and, where this is not possible, they shall be
delivered in the English language, at least 1 printed set
and 1 set in electronic form.

5. Implementing the software application — minimum mandatory requirements

5.1. Terms for development and implementation

The Tenderer has the obligation to deliver all the
services that form the object of the acquisition (including
the training of ANCOM personnel) within maximum 200
(two hundred) calendar days after the signing of the
contract.

In view of providing the services, the Tenderer
must observe at least the activities and sub-activities of
the project, as they are depicted below:

No. Activity/Sub-activity

1 Analysis
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Assess the electronic communications

1.1 providers’ tariff plans

2 Design

2.1 Identify the optimum calculation algorithm

21.1 E.Iabora_te the draft solution and
simulation

2.1.2 Test the draft solution

2.1.3 Consult the providers

2.1.4 Determine the final solution

Finalise the overall and detail design of the
2.2 solution, by exactly specifying the afferent
software and hardware components

2.3 Finalise the design process

3 Implementation

Elaborate the software solution for the

31 implementation of the algorithm
32 Elaborate the online forms necessary for
) the application to operate
3.3 Design the web page
Design the provider interface and the
3.4 2 e
administration interface
3.5 Design the discussions forum
36 Installation and configuration of
’ the network infrastructure
Installation and configuration of
3.7 basic applications on the acquired

servers
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38 Install in the production environment
) (deployment on the hardware platform)
4 Test the application
4.1 Test the interactive application
4.2 Acceptance test in the production
) environment
5 Solution acceptance
6 Training
On-site training of the ANCOM personnel,
6.1 during the application development, for the
purpose of administration and maintenance
6.2 Develop online Help materials dedicated to
' users and providers of services

ANCOM shall provide the Tenderer with any information
which are available and are necessary for the proper
provision of the services that form the object of the
acquisition, within maximum 5 (five) working days after a
request therefor is received. In case the information
required by the Tenderer are not directly available to
ANCOM, the above mentioned response deadline may be
extended according to the deadlines under the legislation
in force.

5.2. Requirements for testing the solution

The system testing is to be carried out upon
finalising the application implementation, for the purpose
of verifying the observance of the requirements herein.
Testing shall be carried out during the normal working
hours at ANCOM, in the presence of the designated
technical team, based upon a test plan proposed by the
Provider and mutually agreed with the ANCOM team. As
part of the technical proposal, the Tenderer must describe
the methodology, the procedures and the test instruments
to be used for proving the conformity of the system, in its
entirety, with the requirements herein. Depending on the
software test instruments presented, points shall be or
shall not be awarded, according to the evaluation criteria
presented under point IV.2.1 of Section 1 — Acquisition
Data File, as they are widely acknowledged and used by
IT specialists or developed by the Tenderer using its own
resources. In case the technical proposal does not include
the above mentioned description, including the specific
presentation of the software test instruments to be used,
the tender shall be rejected as noncompliant.

Testing shall be made in such a way that its
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results show conformity with all the requirements
regarding the functionalities and performance of the
system in its entirety (hardware and software). In case
errors are noticed during testing, the procedure shall be
fully repeated after performing the corrections deemed
necessary by the Provider, until all nonconformities
considered by ANCOM as not acceptable are eliminated.

Acceptance.

Where considered necessary, partial acceptance minutes
shall be concluded (upon equipment delivery, basic
software delivery and installation, carrying out tests or
other similar situations).

Final acceptance shall follow the final testing and shall be
based on the partial acceptance minutes.

6. Other requirements

The locations for providing the services are
the ANCOM premises in Bucharest, 2 Delea Noua Street,
sector 3 - 030925 and in Bucharest, 4 Lucian Blaga Street,
building M110, sector 3 - 031072.

The Tenderer shall ensure the proper licensing for
all the tendered technological platforms, in close
connection with the hardware solution and the licensing
policy of the manufacturers.

The hardware and software components shall be
installed at the beneficiary’s premises.

The Tenderer shall deliver to ANCOM the solution
fully operational.

The following documents, but not limited to, shall

be delivered:
e Analysis documentation approved by the
beneficiary;

e Full and updated design documentation;
e The installation kits;
e Installation, configuration and administration
documentation;
e Technical documentation for the design of each
project component;
Documentation regarding the use of the solution;
The design plan;
The training plan;
Training materials.
The documentation shall be updated in case
changes occur.
The documentation shall be provided in the
Romanian language. Where this is not possible, it shall be
delivered in the English language.
All documents are to be sent to ANCOM for
validation. ANCOM is to respond within 10 working days.
For the acceptance of a certain activity, it is
mandatory that the documents related to the respective
activity are finalised (updated and accepted by ANCOM).
The Tenderer shall include in the tender a
description of the deliverables.
The Tenderer has to obligation to submit to
ANCOM, no later than the date of the final acceptance,
the source code and the entire documentation related to
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the site, the operation manual (with content updates), the
manual describing the structure of directories, the tables
and the information stored in the respective tables, the
scheme of the links and relations among the tables, as
well as the conformity statement.

All licences necessary for the functioning of the
application within its normal parameters, on an unlimited
duration, must be ensured by means of the tender. The
operation of the application within the parameters
specified herein must not imply additional licensing costs
after acceptance.

The signing of the final acceptance statement of
facts shall certify that all services that form the object of
the contract have been provided, according to the
provisions herein, including, without limitation, the
drawing up of the software application, its installation and
proper functioning (equipment included) and the receipt
of the materials and of the source code.

The ownership right including all the patrimony
intellectual property rights over the global application
developed (without including the commercial platforms
embedded in the solution) shall be transferred to ANCOM,
together with all the afferent unlimited licences, at the
time when the final acceptance minute is signed without
any objections. The technical proposal must include the
specific commitment of the Tenderer regarding the
observance of this requirement.

Date of filling in: .../.../........

TENDERER,

(authorised signature and seal)
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Annex no. 13
TENDERER,

TENDER FORM

To
National Authority for Management and Regulation in Communications
2 Delea Noua Street, Sector 3, Bucharest

1. After examining the Awarding Documentation within the “open tender” procedure organised by
the National Authority for Management and Regulation in Communications in view of awarding the public
acquisition contract subject to the provision of software programming services for the
development and implementation of the project “Online application for comparing the
communications offers intended for the end-users” (CPV code: 72212000-4), I, the undersigned,
............................................. , legal/mandated representative of the tenderer
............................................... (name of the tenderer) hereby commit ourselves, in accordance with the
provisions and requirements under the above-mentioned documentation, to provide the software
programming services, to implement and test the application, including to train the staff for the amount

Of ettt Lei (@mount in letters and figures), to which the value added tax
amounting to.....cccevvviiiinnns Lei (@amount in letters and figures) is added.

2. If our offer wins, we commit to provide the software programming services, to implement and
test the application which makes the object of this awarding procedure, as well as to train the staff,
according to the term, requirements and activities and sub-activities provided for in the Terms of Reference
and in the Technical Proposal.

3. We bind to maintain this tender valid until............ (day/monthy/year). The tender is compulsory
to us and may be accepted anytime before the expiry of the validity period.

4. Until the conclusion and signing of the public acquisition contract, this tender and the
communication transmitted by you, whereby our tender is established successful, shall represent a binding
contract between us.

5. We understood and we consent, if our offer wins, to set up the performance bond in accordance
with the provisions under the Awarding Documentation.

Date of filling in: .../...[........

TENDERER,

(authorised signature and seal)
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TENDERER,

DETAILED FINANCIAL PROPOSAL

Annex no. 13A

No. Name . U. Price in | Price in Lei,
Lei, with VAT
without
VAT
1. Software programming services for the development
and implementation of the project “Online
application for comparing the communications offers
intended for the end-users™*
Total, of which:
1.1 Equipment and facilities
Total, of which:
(the tendered price must not exceed 23.50%b of the
contract estimated value)
1.1.1 | Servers, desktop/portable computers, monitors,
network equipment, connection devices, peripheral
equipment etc.
(the tendered price must not exceed 18.30% of the
contract estimated value)
1.1.2 | Installation, configuration of equipment, if applicable
and if these are not included in the purchase price of
the ITC equipment
(the tendered price must not exceed 2.80% of the
contract estimated value)
1.1.3 | Facilities such as fixed assets and/or inventory
objects, which do not fall within the category above,
necessary for the project implementation
(the tendered price must not exceed 2.40% of the
contract estimated value)
1.2 Information applications and licences
Total, of which:
(the tendered price must not exceed 76.20% of the
contract estimated value)
1.2.1 | Software applications/licences necessary for the

project implementation, including software security
solutions

(the tendered price must not exceed 32.45% of the
contract estimated value)
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1.2.2 | Information applications (for the creation of which
undergoing the following stages may be necessary:
analysis of requirements, design, configuration and
implementation of databases, migration and
integration of various existing data structures,
implementation and testing

(the tendered price must not exceed 32.45% of the
contract estimated value)

1.2.3 | Production of a website/portal, including the costs
for the purchase of the due domain name

(the tendered price must not exceed 11.30% of the
contract estimated value)

1.3 Connection to the broadband infrastructure
(the tendered price must not exceed 0.30% of the
contract estimated value)

* the prices include all direct and indirect costs, related to the conclusion and execution of the contract,
including, without limitation to, the costs of all software development services provided, of the software
and/or hardware components for application implementation and testing, including the staff training,
under the conditions stated in Section 2: Terms of Reference in the Awarding Documentation.

Date of filling in ....coovvviviiininiennnnn.

TENDERER,

(authorised signature and seal)
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Annex no. 14

TENDERER, Registered at ANCOM headquarters under

SUBMISSION LETTER

To

National Authority for Management and Regulation in Communications
Bucharest, 2 Delea Noua Street, sector 3

Following the Contract notice relating to the “open tender” procedure organised in view of awarding
the public acquisition contract subject to the provision of software programming services for the
development and implementation of the project “Online application for comparing the
communications offers intended for the end-users” (CPV code: 72212000-4), we
............................................ (name of the tenderer) send you herewith the sealed and visibly marked

parcel, containing:
a) the technical proposal;
b) the financial proposal;
¢) the documents accompanying the tender;
d) the document proving the set up of the tender bond.
We hope that our tender is compliant and satisfies your requirements.
Date of filling in.....ccoveeviiriiiiiiiniinnnnn,

Respectfully,

TENDERER,

(authorised signature and seal)
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Annex no. 15

ISSUER,
(name)
GUARANTEE TOOL
(LETTER OF PERFORMANCE BOND)
To

National Authority for Management and Regulation in Communications
2 Delea Noua Street, Sector 3, Bucharest

Regarding the public acquisition contract subject to the provision of software programming
services for the development and implementation of the project “Online application for
comparing the communications offers intended for the end-users” (CPV code: 72212000-4),

concluded between , as Provider, and the National Authority for Management
and Regulation in Communications (ANCOM), as Buyer, we irrevocably bind hereby to pay to the Buyer,
by the amount of ( ), which accounts for 5% of the value of the respective

contract, excluding VAT, any amount the latter requests as follows:
i) unconditionally, upon its first request accompanied by a statement on the Provider’s fault
or

ii) conditionally, upon the Buyer’s request, after the Provider’s fault is assessed, in accordance with the
guaranteed public acquisition contract and upon the submission of this finding by the Buyer.

Payment shall be made within the term specified in the request, without any other additional formality
from the Buyer or the contracting party.

This guarantee is valid until

If the contracting parties agree to extend the validity period of the guarantee or to amend
certain contractual provisions with effects on the issuer’s engagement, our prior approval shall be
requested, otherwise, the present letter of guarantee loses its validity.

Endorsed by the Issuer as of day __ month year
(authorised signature)

Note: The guarantee tool (letter of guarantee) shall specify one of the 2 (two) modalities provided at points
i) and, respectively, ii).
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Annex no. 16

TENDERER,

(name)

STATEMENT
on the acceptance of the contractual provisions

I, the undersigned, , legal/mandated representative of
(name and headquarters/address of the economic
operator), in my capacity as tenderer to the “open tender” procedure in view of awarding the public
acquisition contract subject to the provision of software programming services for the
development and implementation of the project “Online application for comparing the
communications offers intended for the end-users” (CPV code: 72212000-4), organised by the
National Authority for Management and Regulation in Communications, declare on own responsibility,
under penalty of being excluded from the awarding procedure and under sanctions applied for false
statements, that I agree to the contractual provisions specified under Annex no.17 in Section 4 — Forms of
the Awarding documentation.

Date of filling in

TENDERER,

(authorised signature and seal)
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Annex no.17

SERVICE CONTRACT
- Model -

Chapter 1. CONTRACTING PARTIES

The NATIONAL AUTHORITY FOR MANAGEMENT AND REGULATION IN COMMUNICATIONS
(ANCOM), having its headquarters in 2, Delea Noua Street, sector 3, Bucharest, postal code 030925,
telephone +4021.30.75.400, fax +4021.30.75.402, fiscal identification code 14751237, bank account no.:
ROO3TREZ7005025XXX000274 opened with ATCPMB, legally represented by the President, Mr. Marius
Catdlin MARINESCU, in its capacity as the BUYER,

and
, having its headquarters in ,
Street, Sector/County , , postal code , telephone/fax:
/ , registered with the Office of the Trade Register under no.
, unique registration number: , bank account no.
opened with , legally
represented by , Mr./Ms. , in its capacity as the Provider,

each individually hereinafter referred to as the “Party” and collectively referred to as the “Parties”,
have concluded the present Contract.

The present Service Contract — hereinafter referred to as the “Contract” — has been concluded in
accordance with the legislation in force in Romania in the public acquisition field.

Chapter 2. DEFINITIONS

2.1. The following terms will be hereinafter interpreted as follows:

a) Contract — the present legal act concluded between the Buyer and the Provider and representing the
agreement of will of the two parties;

b) Buyer and Provider — the contracting parties, as they are called herein;

c) Addendums to the Contract — the legal acts to be attached to the present Contract in case of
amendments, completions or waivers regarding the Contract clauses. The addendums are part of the
Contract;

d) Price of the Contract — the price to be paid to the Provider by the Buyer based upon the Contract
for the comprehensive and corresponding compliance with all the obligations born through the present
Contract;

e) Services — the software programming services for the development and implementation of the project
"Online application for comparing the communications offers intended for the end-users” which is the
object of the Contract, including services of testing and training the personnel (CPV code 72212000-4),
under the conditions established by the Terms of Reference — Annex no. 1 and by the Technical Proposal —
Annex no. 2 to the present Contract;

f) Application — full technological platform (software and hardware infrastructure) for the development of
the online application for comparing the communications offers intended for the end-users, which the
Provider commits to provide to the Buyer, in the configuration and under the conditions established by the
Terms of Reference — Annex no. 1, by the Technical Proposal — Annex no. 2 and by the Financial Proposal
— Annex no. 3 to the present Contract;

g) Equipment — hardware products included in the application under the conditions established by the
Terms of Reference — Annex no. 1, by the Technical Proposal — Annex no. 2 and by the Financial Proposal
— Annex no. 3 to the present Contract;
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h) Software — the software infrastructure included in the application, comprising both the basic software
(operating system, database system, web system etc.) and the platform software under the established by
the Terms of Reference — Annex no. 1, by the Technical Proposal — Annex no. 2 and by the Financial
Proposal — Annex no. 3 to the present Contract;

i) Final acceptance minute for the application — the final quantitative and qualitative reception
document that acknowledges the achievement and the implementation of the application that forms the
object of the Contract, the provision of all services and services, by observing the conditions under the
Terms of Reference — Annex no. 1 and under the Technical Proposal — Annex no. 2;

j) Partial acceptance minute — the partial reception document that acknowledges the provision of the
services and/or equipment afferent to the activities and sub-activities mentioned in the Terms of Reference
— Annex no. 1 and in the Technical Proposal — Annex no. 2;

k) Standards — the standards, technical regulations or other similar requirements mentioned in the Terms
of Reference — Annex no. 1 and in the Technical Proposal — Annex no. 2 to the present Contract, which, in
any circumstance, will observe at least the standards and legal regulations in force. Also, the standards
imposed through the financing contract POS CCE no. 290/321, SMIS Code 14183 as of 23.03.2011 for the
implementation of the project “Online application for comparing the communications offers intended for the
end-users” must be observed;

I) Force majeure — an event beyond the parties’ control, that is not due to their fault or guilt, that could
not have been foreseen by the time of Contract conclusion and that renders the execution and,
respectively, fulfilment of the Contract impossible; such events are considered to be the following: wars,
revolutions, fire, flood or any other natural disasters, restrictions occurred as a result of a quarantine,
embargo, while this list is not exhaustive, but declarative. An event which, without creating execution
impossible, makes it extremely onerous to one of the parties shall not be considered force majeure;

m) Day — calendar day, if not otherwise specified within the Contract;

n) Year — 365 days, respectively 366 days during a bissextile year.

Chapter 3. OBJECT OF THE CONTRACT

3.1. The Provider binds to develop, implement and render operational, for the benefit of the Buyer, the
application mentioned at point 2.1 letter f) by means of providing all services mentioned at point 2.1. letter
e) as well as to provide, install and configure all afferent equipment and software mentioned at point 2.1.
letter g) and, respectively, letter h) which form the object of the present Contract, under observance of
the configuration and conditions mentioned established by the Terms of Reference — Annex no. 1, by the
Technical Proposal — Annex no. 2 and by the Financial Proposal — Annex no. 3 to the present Contract,
whereas the Buyer binds to pay their countervalue under the terms of the present Contract.

Chapter 4. CONTRACT PRICE
4.1. The total price agreed for fulfilling the contractual obligations, to be paid by the Buyer to the
Provider, iS ...ccooviviivnnnen, Lei, to which VAT is added (hereinafter referred to as the “price” or “total
price”), established on grounds of the price resulted from the Financial Proposal submitted by the
Provider - Annex no. 3 to the present Contract.
4.2. The total price agreed for fulfilling the contractual obligations includes all the Provider’s costs, direct
and indirect, related to the conclusion and execution of the Contract, as well as the provision of all
services and all the afferent equipment and software, which form the object of the present Contract.
4.3. The total price agreed for fulfilling the contractual obligations shall remain unchanged and may not be
modified during the entire Contract duration.
4.4. (1) The Provider shall issue and send the invoice/invoices after the signing without objections of the
final reception minutes for the application.

(2) The invoice/invoices are to be sent to the Buyer’s headquarters in 2, Delea Noua Street, sector
3, Bucharest, postal code 030925.

Chapter 5. PAYMENT MODALITY

5.1. Payment of the price shall be made on grounds of the invoice/invoices under point 4.4., received and
accepted by the Buyer, by means of payment order, in the treasury account of the Provider, within
maximum 15 (fifteen) working days after its/their receipt. *
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* In case the Provider is not a Romanian resident, payment shall be made by means of an
external payment order, in Euro, and the amount representing the value of the tax on the revenues
obtained by non-residents from services provided in Romania and, respectively, any other amounts
representing taxes owed according to the fiscal legislation in force in Romania shall be withheld. The tax
share enforced shall be the one regulated by the fiscal legislation in force in Romania at the moment the
payment is made. The equivalent in Lei of the value in Euro shall be calculated by taking into account the
official Leu/Euro exchange rate communicated by the National Bank of Romania on the date when the
invoice is issued.

5.2. Prepayments or partial payments are not allowed.
5.3. Payment is deemed made at the date the Buyer’s account is debited.

Chapter 6. ENTRY INTO FORCE
6.1. The present Contract shall enter into force from the moment it is signed by both parties.

Chapter 7. STANDARDS

7.1. The services, equipment and software provided under the Contract shall observe the standards,
technical regulations or any other such requirements provided in the Terms of Reference - Annex no. 1 and
in the Technical Proposal - Annex no. 2 to the present Contract, which, under any circumstance, shall
comply at least with the standards or other legal regulations in force. Also, the standards imposed through
the financing contract SOP IEC no. 290/321, Code SMIS 14183 as of 23.03.2011 for the implementation of
the project “Online application for comparing the communications offers intended for the end-users” must
also be observed.

Chapter 8. CONTRACT DOCUMENTS
8.1. The Contract documents are:

a) the present document;

b) the Terms of Reference — Annex no. 1;

¢) the Technical Proposal — Annex no. 2;

d) the Financial Proposal — Annex no. 3;

e) the Performance Bond — Annex no. 4.
8.2. Documents under point 8.1. are part of the present Contract.
8.3. If, during the execution of the Contract, it is assessed that certain elements of the Technical
proposal - Annex no.2 to the Contract are inferior to the requirements of the Terms of Reference - Annex
no.1 to the Contract, the provisions of the Terms of Reference shall prevail.

Chapter 9. CONFIDENTIALITY
9.1. Without the written agreement of the other party, a contracting party does not have the right to:

a) disclose the Contract or any of its provisions to a third party, except for the persons involved in
the Contract fulfilment;

b) use the information and documents obtained or to which it has access during the Contract
duration for other purposes than the ones related to the fulfilment of its contractual obligations.

(2) Disclosure of any information to the persons involved in fulfilling the Contract shall be made in
a confidential manner and shall include only the information necessary to fulfil the Contract.
9.2. In view of observing the confidentiality obligations under point 9.1., the Provider binds:

e to take all necessary and reasonable measures, within its internal organisation structures, to
prevent the disclosure of information or documents to which it has access during the Contract
duration to other persons than its own personnel authorised to receive these documents or
information, as well as to forbid the access of unauthorised persons to these documents or
information;

e not to make copies after the information or documents to which it has access during the Contract
period and not to reproduce them in any way, unless for distributing them to its own personnel in
view of fulfilling its contractual obligations;

e to keep record of all received documents or other information, as well as of the persons to whom
these were given;
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e not to disclose or transmit to any third party, in any form or by any means, the confidential
information, not to sell and/or cession them, nor use them, directly or indirectly, for its own
interest or for the interest of a third party, and to use the confidential information only for the
purpose of fulfilling its obligations under the present Contract, to protect and keep them as
strictly confidential.

9.3. If the Provider is aware of any disclosure or unauthorised use of the information or documents to
which it has access during the Contract duration, it shall notify at once the Buyer in this regard and it
shall take all measures in order to reduce any present or future damages or losses, resulting from the
respective disclosure and/or unauthorised use of information or documents.

9.4. The Provider binds to compensate the Buyer for the entire prejudice produced following the non-
compliance or faulty compliance of any of the confidentiality obligations assumed under the Contract.

9.5. The confidentiality obligation shall exist during the entire duration of the present Contract as well as
after its termination.

Chapter 10. INTELLECTUAL PROPERTY RIGHTS

10.1. The Provider guarantees to the Buyer that the application, the services provided, their results, and
the software and equipment provided do not breach in any way the rights of a third party.

10.2. The Provider has the obligation to protect the Buyer from, and compensate him against, any:

a) reclamations, complaints and/or court actions, resulting from the breach of certain intellectual
property rights (patents, names, trademarks etc.) or other protected rights, related to the application
and/or the equipment/software provided or any parts thereof, and

b) due damages, costs, taxes and expenses of any kind, in relation with the application and/or the
equipment/software provided or any parts thereof.

10.3. In the cases provided at point 10.2, the Provider shall have the right to intervene in any law suit
and to establish any defence against such action or claim, and upon the Buyer’s request, the Provider,
on its expense, shall intervene and lead any dispute to occur in relation to the abovementioned.

10.4. (1) If the ruled decision refers in any way to the case where the right to use the results of the
services/application/software/equipment harm the rights of another person, the Provider, on its expense,
shall proceed, within 30 (thirty) days from the ruling of the respective decision, as follows:

(i) either shall obtain the Buyer’s right to further use the services/application/software/equipment;

(ii) or shall modify or replace the results of the services/application/software/equipment with other
ones, identical or having superior characteristics, but which do not bring prejudice nor harm the rights of
any third party.

(2) If the Provider does not observe the obligations under paragraph (1), the Buyer has the right

to request delay penalties according to point 13.7 and/or to require the Contract rescission according to
Chapter 19.
10.5. (1) Without prejudice to any other right stipulated in Provider’s favour under the article above, the
Buyer will have the right to take any measure and carry out any action in order to protect the rights
transmitted on grounds of the Contract, by acting on Provider’s behalf and expenses. All expenses
resulted from such situation will be returned by the Provider to the Buyer within 30 (thirty) days after the
written request of the latter.

(2) Any compensation due to the Buyer in accordance with point 10.2. above shall be paid by the
Provider to the Buyer within 30 (thirty) days after the written request of the latter.

Chapter 11. PERFORMANCE BOND

11.1. The Provider guarantees the proper performance of the obligations that form the object of the
Contract by submitting, within 7 (seven) working days from the day both parties sign the Contract, a
letter of guarantee, in accordance with the provisions of art. 90 of the Government Decision no. 925/2006,
for an amount up tO .eceiiiiiiirrr Lei, accounting for 5% of the total Contract price
provided under Chapter 4., excluding VAT, valid at least until ..........ccceeiiiiinnnnns , issued exclusively in
favour of the Buyer, under a form and with a content significantly identical to the model under Annex no.
4. From the submission date, the letter of guarantee rightfully replaces the model under Annex no. 4.

11.2. In case of failing to observe the obligation under point 11.1., the Provider shall owe to the Buyer
delay penalties of 0.15% from the value of the performance bond, for each day of delay in properly
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fulfilling the obligation. Such penalties will be claimed and/or deducted and withheld by the Buyer from
the price payment obligation, without any other prior formality of putting in default.

11.3. The Buyer has the right to claim the performance bond if the Provider fails to fulfil the obligations
assumed under the present Contract. Prior to claiming the performance bond, the Buyer has the
obligation to send the Provider a notification whereby it acknowledges the latter’s fault and at the same
times specifies the obligations which have been breached. If the performance bond does not fully cover the
value of the prejudice, the Buyer has the right to require the Provider the payment of any amount to
fully cover the suffered prejudice.

11.4. The guarantee given for the application and the afferent equipment and software is separate from
the Contract performance bond.

11.5. The parties agree to fully release the performance bond within 14 (fourteen) days from signing the
final acceptance minute for the application, without objections, if by that time the Buyer has not claimed
the performance bond and the risk of hidden faults is minimum.

Chapter 12. RECEIPT, INSPECTIONS AND TESTS

12.1. The Buyer, through his representatives, has the right to verify the conformity of the application in
its entirety, as well as the conformity of the services provided and of the afferent equipment and software,
that form the object of the Contract, with the specifications under the Terms of Reference — Annex no. 1
and the Technical Proposal — Annex no. 2 to the present Contract.

12.2. The Buyer will appoint a commission or a representative to carry out the verifications and tests
under the Terms of Reference — Annex no. 1 and the Technical Proposal — Annex no. 2.

12.3. The locations for the provision of services are the ANCOM premises located in Bucharest, 2, Delea
Noua Street, sector 3, postal code 030925 and in Bucharest, 4, Lucian Blaga Street, building M110, sector
3, postal code 031072, upon observance of the phases under the Terms of Reference — Annex no. 1.

12.4. (1) The Provider binds to notify the Buyer on completing the implementation of each activity and
sub-activity, respectively on completing the application implementation, under the conditions of the Terms
of Reference — Annex no. 1.

(2) Partial acceptance minutes will be drawn up during the implementation of the application, and
these will not represent the right of the Provider to be paid therefor.

(3) Final acceptance will be drawn up based on the partial acceptance minutes and after the
completion of the final testing according to the Terms of Reference — Annex no. 1 and the Technical
Proposal — Annex no. 2.

12.5. (1) The documents, licences, kits etc. specifically mentioned within the Terms of Reference — Annex
no. 1 must be provided for the application developed as per the Contract, the afferent equipment and
software included.

(2) In case it is acknowledged that certain elements of the documents mentioned under paragraph
(1) include conditions that are inferior to the ones provided for in the Terms of Reference — Annex no. 1 to
the present Contract and/or in the present Contract, the more favourable provisions of the latter two
documents shall prevail.

12.6. Inspections and/or test shall be carried out at the Buyer’s premises mentioned under the Terms of
Reference — Annex no. 1 to the present Contract and in accordance with the standards and conditions
detailed under the Terms of Reference — Annex no. 1 and offered in the Technical Proposal — Annex no. 2.
12.7. In case the carried out inspections and/or tests show that the application in its entirety and/or the
results of the services afferent to the activities or sub-activities or to the entire application and/or the
provided equipment and/or software do not meet the requirements under the Terms of Reference — Annex
no. 1 and the Technical Proposal — Annex no. 2 la to the present Contract, the Buyer shall have the right
to refuse the signing of the partial acceptance minutes and/or the final acceptance minute, whereas the
Provider shall have the obligation to repair the non-conformities shown, without changing the total price
of the Contract and by observing the term mentioned under point 13.3 for providing the following:

a) replacement of refused equipment and/or software; and/or

b) providing the services properly; and/or

c) making the necessary changes so that the services provided/the equipment and software
afferent to the application/the application in its entirety to meet the specified requirements.
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12.8. The Buyer’s right to inspect, test and, if necessary, reject shall not be limited or delayed due to the
inspection and/or testing by the Provider, with or without the participation of a representative of the
Buyer, of the application, the afferent equipment and software and the results of the services provision.
12.9. If such is the case, the Provider has the obligation to pack the pieces of equipment afferent to the
application, that form the object of the Contract, so as to allow these pieces of equipment to support,
without limitation, the manipulation during transport, the transit and exposure to extreme temperatures,
sun and precipitations that may occur during transport or storage in open air, so as to be delivered in
proper shape to the delivery locations; all packing materials will remain under the Buyer’s ownership.
12.10. The signing by the Buyer of the final application acceptance minute, without any objections, shall
mean that the Buyer thereby certifies that all services for the development and implementation of the
application that form the object of the present Contract meet the specifications under the Terms of
Reference — Annex no. 1 and the Technical Proposal — Annex no. 2 to the present Contract, including,
without limitation, the development of the application, its proper installation and operation (equipment and
software included), the training of the personnel, as well as the receipt by the Buyer of the source code
and the corresponding materials.

12.11. The provisions under clauses 12.1.-12.10. shall not exempt the Provider from its obligation to
assume the guarantees or from other obligations herein.

Chapter 13. GENERAL OBLIGATIONS OF THE PROVIDER

13.1. The Provider declares and guarantees that it holds the full competence to sign the present
Contract and to execute the obligations falling from the present Contract, in consideration of the
specificity of the assumed obligations, according to the legal provisions in the field.

13.2. The person signing the present Contract on behalf of the Provider is legally mandated therefor.
13.3. (1) The Provider binds to develop the application subject to the Contract, by providing all the
services and all the afferent equipment and software, in the configuration and under the conditions
established by the Terms of Reference - Annex no. 1 and the Technical Proposal - Annex no. 2 to the
present Contract within ......... (P ) days from the signing of this Contract by both parties.

(2) The Provider binds to observe all the activities and sub-activities under the Terms of Reference
— Annex no. 1 afferent to the application subject to the Contract.

(3) The term for developing and implementing the application mentioned under paragraph (1) shall
be considered as met if the final acceptance minute is signed, without any objections, by the date of expiry
of this term.

13.4. The Provider binds to participate in the carrying out of the acceptance tests for the application that
forms the object of the Contract, together with the representatives of the Buyer, as well as not to claim
the coverage of the expenses triggered by the possible refuse of the application, of the results of the
afferent services and/or of the afferent equipment and/or software for reason of noncompliance.

13.5. In all cases, except for the Buyer’s fault or force majeure cases, the Provider will be held
responsible for the total or partial failure or damage of the products and/or other goods owned by the
Buyer that will fail and/or be damaged as a result of their use by the Provider, as well as for the total or
partial failure or damage of the products and/or other goods placed at the location where the services
subject to the present Contract are provided. To this end, the Provider binds to cover all the expenses
related to their repair or replacement within 10 (ten) working days from the Buyer’s request.

13.6. The Provider binds to transmit to the Buyer all the necessary data for the operation and
maintenance of the application during the guarantee period.

13.7. In case of guiltily failing to observe any of the obligations under the present Contract, if not
otherwise provided herein, the Provider shall owe to the Buyer delay penalties of 0.15% from the total
Contract price provided in Chapter 4, excluding VAT, for each day of delay in properly fulfilling any of the
obligations. Such penalties will be claimed and/or deducted and withheld by the Buyer from the price
payment obligation, without any other prior formality of putting in default.

13.8. If penalties cannot be deducted from the price, the Provider shall pay them within 10 (ten) days
from the Buyer’s request.

13.9. In case the application involves the use of certain software licences, the Provider binds to
guarantee to the Buyer that the provided software licences will give the latter the right to perpetual,
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unlimited and non-transferable use of all the provided software products, under the conditions of the
Terms of Reference — Annex no. 1.

13.10. The Provider has the obligation to hand over to the Buyer the source code afferent to the
application, as well as the materials and documentations mentioned in the Terms of Reference — Annex no.
1 to the Contract. The final acceptance minute mentioned under point 12.10 must certify the fulfilment of
this obligation, as well.

Chapter 14. GENERAL OBLIGATIONS OF THE BUYER

14.1. The Buyer declares and guarantees that it is a public institution with the legal capacity to conclude
the present Contract and to fulfil all the deriving obligations.

14.2. The persons signing the present Contract on behalf of the Buyer are legally mandated therefor.
14.3. The Buyer binds to provide to the Provider all necessary data for the provision of the services,
equipment and/or software afferent to the application and for their maintenance during the guarantee
period, according to the Terms of Reference — Annex no. 1.

14.4. The Buyer has the obligation to admit the Provider’s notification mentioned under point 12.4. and to
allow the access of the Provider’s representatives in the locations where the services are to be provided
and the equipment and software afferent to the application, object to the present Contract, are to be
delivered.

14.5. The Buyer has the obligation to notify the Provider on the identity of its representatives authorised
to carry on the acceptance/acceptances.

14.6. The Buyer binds to pay for the services provided under the conditions specified in Chapters 4 and 5.
14.7. Should the Buyer fail to make the payments according to Chapters 4 and 5, it shall be obliged to
pay a delay penalty equal to 0.15% of the value of the unpaid amount, without VAT, for each delay day,
until payment of the entire amount.

Chapter 15. GUARANTEE PERIOD

15.1. The Provider guarantees that the services and the equipment and software afferent to the
application provided as per the Contract meet all the technical parameters mentioned in its tender and
that the application will operate under the conditions specified in the Terms of Reference — Annex no. 1
and in the Technical Proposal — Annex no. 2. Also, the Provider guarantees that the provided pieces of
equipment are new and have never been used.

15.2. (1) The guarantee period given by the Provider for the application is of......... (cevveeens ) years and is
calculated since the date when the final acceptance minute, mentioned under point 12.10., is signed
without any objections.

(2) The guarantee period given by the Provider for the pieces of equipment embedded in the
application is of......... (cevvnnnn ) years is calculated since the date when the final acceptance minute,
mentioned under point 12.10., is signed without any objections.

(3) In case certain pieces of equipment afferent to the application benefit from a guarantee period
longer than the one mentioned under paragraph (2), the Provider binds to ensure the observance of the
guarantee related obligations included in the guarantee certificates given by the manufacturer for each of
these pieces of equipment.

(4) The guarantee period for all the basic software (operating system, data base system, web
system etc.) is the standard one given by the manufacturer of the respective software.

15.3. During the guarantee periods mentioned under point 15.2., the Provider binds to carry out, without
any expenses on the Buyer’s part, all necessary operations for the application to operate within the
parameters specified in the Terms of Reference — Annex no. 1 and in the Technical Proposal — Annex no. 2,
with the observance of the terms and conditions imposed therein.

15.4. In case of failing to observe any of the obligations regarding the guarantee period, the Provider
shall owe to the Buyer delay penalties of 0.15% from the total price of the Contract, for each day of
delay, respectively for each hour of delay in correspondingly fulfilling the obligation, without any other prior
formality of putting in default. The Provider has the obligation to pay the above delay penalties within 10
(ten) days from the Buyer’s request.

15.8. In case of failing to observe any of the obligations regarding the guarantee period for more than 15
(fifteen) days after the due term, the Buyer shall have the right to take its own measures in order to
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remedy the situation, on the Provider’s risk and expenses, without any prejudice to any other rights the
Buyer might have in relation with the Provider as per the Contract. In such a case, the Provider has the
obligation to pay, within 10 (ten) working days from the Buyer’s request, the amounts representing the
expenses of the Buyer incurred by the remedy measures. Otherwise, the Provider shall be obliged to pay
delay penalties of 0.15% from the unpaid amount, for each day of delay, until the payment of the entire
amount, without any other prior formality of putting in default.

15.9. The Provider is to be held responsible for the observance of the obligations mentioned in this
Chapter and prior to the signing of the final application acceptance minute for the elements provided and
accepted based on the partial acceptance minutes.

15.10. The Provider binds to ensure the maintenance of the application after the date of expiry of the
guarantee periods, based on a separate contract concluded in accordance with the legal provisions in the
public acquisitions field and with the provisions of the Terms of Reference.

Chapter 16. ADDENDUMS
16.1. The contracting parties have the right, during the execution of the Contract, to agree on amending
the Contract provisions, by means of addendums.

Chapter 17. TRANSFER OF THE OWNERSHIP RIGHTS

17.1. The ownership right, including all the patrimony intellectual property rights over the application
(hardware and software, without including the commercial platforms embedded in the system) as well as
the risk of the Contract, shall be transferred to the Buyer, at the time when the final acceptance minute
is signed without any objections, together with all the afferent unlimited licences.

Chapter 18. DELAYS

18.1. The Buyer has the obligation to fulfil the Contract within the agreed timeframe.

18.2. The term undertaken hereby for the provision of the services and of the afferent products shall be
changed only by mutual agreement of the parties expressed in an addendum to the Contract.

18.3. Except for the force majeure case and the case in which the Buyer agrees with an extension
according to point 18.2., any delay in the fulfilment of the Contract confers to the Buyer the right to ask
for penalties from the Provider, pursuant to the provisions of point 13.7.

Chapter 19. CONTRACT RESCISSION
19.1. The Contract is rightfully rescinded, upon the simple written notification and without any other
formality of putting in default or any other prior formality, in any of the following cases:

A) if the Provider does not set up the Contract performance bond within 15 (fifteen) days from
the term provided under point 11.1.;

B) if the Provider fails to fulfil its obligation to implement and render operational the application
that forms the subject of the Contract within 30 (thirty) days from the terms provided under point 13.3
paragraph (1).
19.2. If the Contract is terminated under the terms of point 19.1., the Buyer has the right to the
payment by the Provider of an amount of up to 30% of the total Contract price provided in Chapter 4,
excluding VAT, and to the delay penalties due at the time of the Contract rescission, as compensatory
damages. The reception of the delay penalties and damages does not bring prejudice to the Buyer’s right
to address the Court for covering the suffered prejudice following the Provider’s non-compliance with the
assumed obligations.

Chapter 20. CESSION
20.1. (1) The Provider shall not totally or partially transfer its rights and/or obligations falling from the
Contract.

(2) By way of exemption from the provisions of paragraph (1), the Provider may cession its right
to receive the countervalue of the provided services and equipment and software afferent to the
application, that form the object of the Contract, upon the strict observance of the applicable legal
provisions.
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20.2. (1) In case of failing to observe the obligation under point 20.1., the Provider shall owe to the
Buyer a penalty equal to 100% of the total price of the Contract mentioned under Chapter 4, without
VAT, within 30 (thirty) days from the Buyer’s notification date.

(2) The payment of the penalties under paragraph (1) shall not exempt the Provider from fulfilling
its assumed obligations as regards the guarantee given to the system or any other obligations assumed
herein.

Chapter 21. FORCE MAJEURE

21.1. Force majeure is certified by the competent authority.

21.2. During the entire period it exists, force majeure exonerates from responsibility the contracting
parties for failing to observe the obligations falling from the present Contract.

21.3. Contract fulfilment shall be suspended during the force majeure existence, however without
prejudicing the rights the parties had until its occurrence.

21.4. The contracting party invoking the force majeure shall notify the other party, immediately and
comprehensively, on its occurrence/cessation and shall take any available measures in view of minimising
consequences.

21.5. If force majeure exists or if a competent authority estimates it shall exist for more than 30 (thirty)
days, each party shall have the right to notify the other party on the rightful cessation of the present
Contract, whereas none of the parties shall be able to claim damages.

Chapter 22. SETTLEMENT OF DISPUTES

22.1. The Buyer and the Provider shall make all the necessary efforts in order to settle amiably, through
direct negotiations, any misunderstanding or dispute between them, falling from or relating to the
fulfilment of the Contract.

22.2. If the dispute may not be solved in an amicable way, the parties may address the relevant Court of
Law in Bucharest, Romania.

Chapter 23. APPLICABLE LAW
23.1. The Contract shall be interpreted according to the Romanian laws, the possibility of referring to law
conflicts being excluded.

Chapter 24. LANGUAGE
24.1. Language governing the present Contract is Romanian.

Chapter 25. COMMUNICATION

25.1. Any communication between parties, related to Contract fulfilment, shall be transmitted in writing.
25.2. Any written document shall be registered both at the sending moment and at the moment of
reception.

25.3. Communication between parties may also be made on the telephone or by fax or e-mail, upon
confirming in writing the reception of communication.

Chapter 26. FINAL PROVISIONS
26.1. (1) If any of this Contract provisions is declared null or may not be executed, the other Contract
provisions shall not be affected in any way, shall remain valid and shall be executed to the extent allowed
by the law.

(2) The parties agree that any provision declared null shall be replaced with another one, valid,
legal and applicable, which could produce the same legal and/or economic effects.
26.2. (1) The titles of the articles are inserted for an easier reference for the contracting parties and do
not affect in any way their interpretation or fulfilment

(2) Within the present Contract, except when a contrary provision exists, the words in the singular
form shall also include the plural form and the other way around, where the context so allows.

The present Contract has been signed in 2 (two) original copies, one copy for each contracting party.
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BUYER, PROVIDER,
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